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Abstract

We define a new fixpoint modal logidhe visibly pushdown
p-calculus(VP-u), as an extension of the modailcalculus. The
models of this logic are execution trees of structured oG
where the procedure calls and returns are made visible.Ens
logic can express pushdown specifications on the model that i
classical counterpart cannot, and is motivated by recemk wo
visibly pushdown languages [4]. We show that our logic retyr
captures several interesting program specifications igrpro ver-
ification and dataflow analysis. This includes a variety afgpam
specifications such as computing combinations of local dwiolad)
program flows, pre/post conditions of procedures, secymiop-
erties involving the context stack, and interprocedurahfiiaw
analysis properties. The logic can capture flow-sensiticeiater-
procedural analysis, and it has constructs that allow skippro-
cedure calls so thapcal flowsin a procedure can also be tracked.
The logic generalizes the semantics of the madaalculus by
consideringsummariesnstead of nodes as first-class objects, with
appropriate constructs for concatenating summaries, andaily

captures the way in which pushdown models are model-checked

The main result of the paper is that the model-checking prabl
for VP-u is effectively solvable against pushdown models with no
more effort than that required for weaker logics such as Qle.
also investigate the expressive power of the logic MRve show
that it encompasses all properties expressed by a cormisgon
pushdown temporal logic on linear structuren@&T [2]) as well

as by the classical-calculus. This makes VR-the most expres-
sive known program logic for which algorithmic software nebd
checking is feasible. In fact, the decidability of most kmopro-
gram logics fi-calculus, temporal logics LTL and CTL,ARET,
etc.) can be understood by their interpretation in the misnad
second-order logic over trees. This is not true for the logr-

1, making it a new powerful tractable program logic.

Categories and Subject Descriptors D.2.4 [Software Engineer-
ing]: Software/Program Verification—Model checking; F.3Thg-
ory of Computatioh Specifying and Verifying and Reasoning
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1. Introduction

The u-calculus [20, 16] is a modal logic with fixpoints interprete
over labeled transition systems, or equivalently, oveirthee
unfoldings. Itis an extensively studied specification fatism with
applications to program analysis, computer-aided vetifinaand
database query languages [13, 25]. From a theoretical geiep,
its status as theanonicaltemporal logic for regular requirements is
due to the fact that its expressiveness exceeds that ofrathomly
used temporal logics such as LTL, CTL, and CTland equals
that ofalternating parity tree automatar the bisimulation-closed
fragment of monadic second-order theory over trees [14 F8m
a practical standpoint, iterative computation of fixpointgurally
suggests symbolic evaluation, and symbolic model checkarh
as SMV check CTL properties of finite-state models by comgili
them intou-calculus formulas [8, 21].

In this paper, we focus on the role gfcalculus to specify
properties of labeled transition systems correspondingush-
down automata, or equivalentlgoolean programg5] or recur-
sive state machineRSMs) [3, 7]. Such pushdown models can
capture the control flow in typical sequential imperativegram-
ming languages with recursive procedure calls, and aregaient
interprocedural dataflow analysis [22] and software motiekck-
ing [6, 17]. While algorithmic verification ofi-calculus properties
of such models is possible [26, 10], classigatalculus cannot ex-
press pushdown specifications that require inspectioneofthck
or matching of calls and returns. Even though the generd-pro
lem of checking pushdown properties of pushdown automata-is
decidable, algorithmic solutions have been proposed fecking
many different kinds of non-regular properties [19, 12,115,2, 4].
These include access control requirements such as “a moetule
should be invoked only if the modulB belongs to the call-stack,”
bounds on stack size such as “after any point whehmlds, the
number of interrupt-handlers in the call-stack should nexeeed
5" and the classical Hoare-style correctness requiremanpso-
gram modules with pre- and post-conditions, such a% ‘ifolds
when a module is invoked, the module must return, amdust
hold on return”.

In the program analysis literature, it has been argued thiat d
flow analysis, such as the computation of live variables agry v
busy expressions, can be viewed as evaluaiitglculus formulas
over abstractions of programs [24, 23]. This correspongatoes
not hold when we need to account focal data flow paths. For
instance, for an expressiarthat involves a variable local to a pro-
cedureP, the set of control points withid® at whiche is very



busy (that is¢ is guaranteed to be used before any of its variables v € V, (v, U) is a summary inX. Notice that the above formula

get modified), cannot be specified using-galculus formula even
though interprocedural dataflow analysis can compute ttigg-i
mation. The goal of this paper is to identify a fixpoint calaithat

identifies the summaries in the natural way it will k@mputedon
a pushdown system: compute the local summaries of each-proce
dure, and update the reachability relation using the catkturn

can express such pushdown requirements and yet has a decidab summaries found in the procedures called.

model checking problem with respect to pushdown models.

Using the above formula, we can state local reachability of

Our search for such a calculus was guided by the recently pro- a state satisfying as: uY.(p V (loc)Y V (call)p{Y}) which

posed framework ofzisibly pushdown languagef®r linear-time
properties [4]. In this variation of pushdown automata averds,

intuitively states that” is the set of summarigs, U) where there
is alocal path frons to U that goes through a state satisfyind’he

the input symbol determines when the pushdown automaton caninitial summary (involving the initial state of the prograsatisfies
push or pop, and thus the stack depth at every position. The re the formula only if ap-labeled state is reachable in the top-most

sulting class of languages is closed under union, intdmecand
complementation, and problems such as inclusion that agle-un
cidable for context-free languages are decidable for higioish-
down automata. This implies that checking pushdown prazedf
pushdown models is feasible as long as the calls and retuens a
madevisible allowing the stacks of the property and the model to
synchronize. This visibility requirement seems only natuvhile
writing requirements about pre/post conditions or foriiptecedu-

ral flow properties. The linear-time temporal logia ReT is based

on the same principle: its formulas are interpreted ovetuseces
tagged with calls and returns, and its syntax includes foh éam-
poral modality, besides its classical global versiolgaal version
that jumps from a call-state to theatchingreturn-state, and thus,
can express non-regular properties, without causing udaleiity.

In order to develop gisibly pushdown branching-time logiwe
considerstructured treegs models. In a structured tree, nodes are
labeled with atomic propositions as in Kripke models, andesd
are tagged asall, return, or local. To associate a structured tree
with a program (or its abstraction), we must choose the sebef
servable atomic state properties, tag edges correspontadlioglls
and returns from program blocks appropriately, and thea thk
tree unfolding of this abstract program model. The abstraadel
can be an abstraction of the program at any level of absbracti
from the skeletal control-flow graph to boolean predicatstraic-
tions of programs.

We define thevisibly pushdownu-calculus(VP-u) over struc-
tured trees. The variables of the calculus evaluate not setsrof
states, but rather over sets of subtrees that castumemariesof
computations in the “current” program block. The fixpoinecg-
tors in the logic then compute fixpoints of summaries. Fovemi
states of a structured tree, consider the subtree rootes sch
that the leaves correspond to exits from the current bloiffere
ent paths in the subtree correspond to different computstibthe
program, and the first unmatched return edge along a pathfead
leaf (some paths may be infinite corresponding to cyclesriinatr
return in the abstracted program). In order to be able toe@laths
in this subtree to the trees rooted at the leaves, we allowinof
the leaves: d-ary summary is specified by the raotind a subset
U of the leaves of the subtree rootedsaEach formula of the logic
is evaluated over such a summary. The central construceddfic
corresponds to concatenation of call trees: the fornwdd) o {¢'}
holds at a summarys, U) if the states has a call-edge to a state
and there exists a summafy, V') satisfyingy and for each leab
that belongs td’, the subtredv, U) satisfies).

Our logic is best explained using the specification of loeath-
ability: let us identify the set of all summarids, U) such that
there is aocal path froms to some node it/ (i.e. all calls from
the initial procedure must have returned before reachingn our
logic, this is written as the formula = puX.(ret) Ry V (loc) X V
(call) X{X}. The above means thaf is the smallest set of sum-
maries of the form(s, U) such that (1) there is eet-labeled edge
from s to some node i/, (2) there is doc-labeled edge from to
t and there is a summaxy, U) in X, or (3) there is aall-labeled
edge froms to ¢ and a summary¢, V) in X such that from each

context, which cannot be stated in the standarcalculus. This
example also illustrates how local flows in the context ohdatv
analysis can be captured using our logic.

In general, we allow markings of the leaves withcolors: a
k-colored summary rooted at a node consistg gubsets of the
leaves of the subtree rooted at this node. kkrery concatenation
formula(call) {11, ...} says that the called procedure should
satisfy ¢, and the subtrees at the return nodes labeled with color
1 should satisfy the requiremeit;. While the concatenation op-
eration is a powerful recursive construct that allows thgiddo
express pushdown properties, multiple colors allows esgioa of
branching-time properties that can propagate betweenahedc
and the calling contexts.

The main result of this paper is that the logic YiPean be
model-checked effectively. Given a model of a program as-a re
cursive state machine [3, 7], or equivalently a pushdownesys
and a VPg formulap, we show that we can model-check whether
the tree unfolding of the model satisfigsn exponential time (the
procedure is exponential in both the formula and the modrel).

a fixed formulay, however, the model-checking problem is only
polynomial in the number of states in the model and expoaknti
in the number of control locations where a procedure in thdeho
may return. The model-checking algorithm works by computin
fix-points of the summary sets inductively, and illustratesy the
semantics of the logic naturally suggests a model-chechigg-
rithm. The complexity of model-checking VR-is EXPTIME-
complete, which matches the complexity of model-checkimg t
standard:-calculus on pushdown systems (in fact, model-checking
alternating reachability properties is already EXPTIMEH26]).

Finally, we study some expressiveness issues for the logic V
. We first show that VB:+ captures the temporal logicARET,
which is a linear-time temporal logic over visibly pushdowards
that can capture several interesting pushdown specificptiaper-
ties. This shows that our branching-time logic capturesetavant
counterpart logic over linear models, much the same way @s th
standardu-calculus captures the temporal logic LTL. This makes
VP-u the most expressive known specification logic of programs
with a decidable model checking problem with respect to Baol
programs.

We also show that the notion kfcolors in the logic is important
by proving ahierarchy theoremformulas of VP that use: colors
are strictly weaker than formulas that uge+ 1) colors. Finally,
we show that the satisfiability problem for V/Pis undecidable
Note that this is not an issue as we are really only interdstéie
model-checking problem; in fact the result serves to ithatst how
powerful the logic VP is.

The paper is organized as follows. Section 2 introduces-stru
tured trees and summaries and Section 3 defines the logia.VP-
In Section 4 we present various properties that can be esgules
using VPy, including reachability, local reachability, expression
for various temporal modalities likeventuallyand until, security
properties that involve inspection of stack, stack overfimaper-
ties, properties describing pre and post-conditions focedures,
properties of access control and some data-flow analyspepies



such asvery busy expressionSection 5 shows how recursive state
machine models of programs can be model-checked againgt VP-
formulas, Section 6 contains results on expressivenessiaahe-
cidability of satisfiability, and we conclude with some dission

in Section 7.

2. Structured trees

Let AP be a finite set of atomic propositions, ahe= { call, ret, loc}

a fixed set oftags We are interested in trees whose nodes and
edges are respectively labeled by propositions and taganadel
abstract states and statements in sequential, structposdibly
recursive programs. Formally, d P, I')-labeled tree is a tuple
S = (8,50, E,\,n), where (S, so, E) is a tree with node set
S, root nodes, and edge relatior, the node-labeling function
A : S — 247 labels nodes with sets of propositions they satisfy,
and the transition-labeling functiop: £ — I tags transitions as
procedure calls (labeled by:ll), procedure returns¢t), or local
statements within procedurebd). Fora € I, we writes —— s’

as shorthand for(s, s’) € E andn((s,s’)) = a.”

A finite path in an(AP, I)-labeled tree is a sequenae =
S182...8n over S such that(s;,si+1) € Eforalll < i < n.
We will extendn to paths inS as follows. Lete; represent the
transition (s;, si+1) in the above pathr. Thenn(x) is the word
n(e1)n(ez) ...n(en—1) over the alphabet.

Such a labeling lets us mark certain pathsSimsmatched A
pathr in S is called matched if and only it = () is of the form

w := loc | call w ret | ww.
Given nodess and s’ in S, we call s’ a matching returnof s if
and only if there is a matched path = ssis2...s, such that

sn —5 &, Intuitively, s' models the first state that the underlying
program reaches on popping the contextafff its stack frame.
The set of matching returns efis written asMR(s). Then:

DEFINITION 1. A structured tre@ver AP is an (AP, I)-labeled
tree with roots, that satisfiesMR(so) = .

S2
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Figure 1. (a) A structured tree (b) A 2-colored summary

Intuitively, paths from the root in structured trees do navéa
“excess” returns that do not match any call—a structured tre
models the branching behavior of a program from a stai® at
most, the end of the procedural context wheties. Also observe
that the maximal subtree rooted at an arbitrary node in atstred
tree is not, in general, structured. Fig. 1-a shows a stredttree,
with nodessi, ..., s15 and transitions labeledall, ret and loc.
Some of the nodes are labeled by propositipnand ¢q. Note
particularly the matching return relation; for instandee thodes
s10, S11, S12, andsis are matching returns for the node. Also,
MR(S1) = @

2.1 Summaries

We are interested in subtrees of structured trees whollyagued
within “procedural” contexts; such a subtree models thedinang
behavior of a program from a stateto each return point of its
context. Each such subtree rootedsdtas asummarycomprising

(1) the nodes, and (2) the set of all nodes that are reached on
return from its context, i.e.MR(s). Also, in order to demand
different temporal requirements at different returns faroatext,
we introduce aoloring of nodes inMR(s)—intuitively, a return
gets color; if it is to satisfy thei-th requirement. Note that such
colored summaries are defined for aldnd that, in particular, we
do not requires to be an “entry” node of a procedure. Sets of such
summaries define the semantics of formulas in ¥.P-

Formally, for a non-negative integér a k-colored summarg
isatuple(s,Uy,Us,...,Uy), wheres € SandU,Us,...,U; C
MR(s). For example, in Fig. 1-&s;) is a valid 0-colored sum-
mary, and(sz, {s11, s12}, {810, s12}) and (ss, {s¢}, 0) are valid
2-colored summaries. The set of all summarieS jeachk-colored
for somek, is denoted bys.

Observe how each summary describes a subtree along with a
coloring of some of its leaves. For instance, the summary
(s2, {511, s12}, {s10, 512}) marks the subtree in Fig. 1-b. Such a
tree may be constructed by taking the subtre& eboted at node
s2, and chopping offthe subtrees rooted a/R(s2). Note that
because of unmatched infinite paths from the root, such artege
in general be infinite. Now, nodas; ands;» are assigned the color
1, and nodes; o andsi» are colored 2. The nodas is not colored.

Also, note that in the linear-time setting, a péit s'), where
s’ € MR(s), would suffice as a summary, and that this is the
way in which traditional summarization-based decisiorcprures
have defined summaries. On the other hand, for branchirg-tim
reasoning, such a simple definition is not enough.

3. Afixpoint calculus of calls and returns
3.1 Syntax

In addition to being interpreted over summaries, the logke-
differs from classical calculi like the modal-calculus [20] in a
crucial way: its syntax and semantics explicitly recogrttze pro-
cedural structure of programs via modalitied!, ret andloc. A
distinction is made betweeruli-edges, along which a program
pushes frames on its stackz-edges, which require a pop from the
stack, andoc-edges, which change the program counter and local
and global store without modifying the stack. Also, in orteen-
force different “return conditions” at differently colateeturns in
a summary, it can pass formulas as “parametersitibmodalities.
Formally, letA P be a finite set of atomic propositionggr be a
finite set of variables, anflR:, R», .. .} be a set ofnarkers Then,
forp € AP andX € Var, formulasy of VP-u are defined by:

p=plw|X|eVelpAhp|puX.g|vX.e
<Ca”> <P{1/)171/)27-~71/)k} | [Call] ‘P{1/)171/J27«~,1/1k} |
(loc) ¢ | [loc] ¢ | (ret) Ri | [ret] Ri,

wherek > 0 andi > 1. Let us define the syntactic shorthands
tt = pvV-pandff = pA—pforsomep € AP. Also, let thearity of
a VP formulay be the maximunk such thatp has a subformula
of the form{call) ' {1, ..., ¥x} or [call]' {1, ..., ¥, }.
Intuitively, the markersR; in a formula are bound bycall)
and]call] modalities, and variable& are bound by fixpoint quan-
tifiers X and v X. We require ourcall-formulas to bind all the
markers in their scope. Formally, let timeaximum marker index
ind(p) of a formulay be defined inductively asnd (o1 V p2)
ind(p1 A p2) max{ind(p1), ind(p2)}; ind({loc)p)
nd([loc]p) = ind(pX.p) = ind(vX.p) = ind(p); and



@

Figure 2. (a) Local modalities (b) Call modalities (c) Matching
contexts.

ind({retyR;) = ind([ret|R;) = 4. For eachp € AP and
X € Var, let us defineind(p) = md( ) = 0. Finally, let us
haveind({call)p{1,...,¥r}) = ind([calllp{t1,...,Yr}) =
max{ind (1), ..., ind(Yr)}. We will only be interested in for-

mulas where for every subformutaof the form(call)x'{¢1, . .., ¥r}
or [call]x {11, . .., ¥r }, we haveind(x") < k. Such a formulag
is said to bemarker-closedf ind(y) = 0.

The setFree(y) of free variables in a VRe formula ¢ is de-
fined as:Free(¢1Vp2) = Free(p1 Apz2) = Free(p1)UFree(p2);
Free((loc)p) = Free([loc]p) = Free(p); and Free({ret)R;) =
Free([ret)R;) = 0. We haVEFree((callﬁp{;/;l,...,d)k})
Free([calllo{e1, ..., ¥x}) Free(¢) U Free(y1) U ... U
Free(yy); for eachp € AP and X € Var, Free(p) = and
Free(X) = {X}. Finally, we haveFree (uX .0) = Free(vX.p) =
Free(y) \ {X}. Aformulay is said to bevariable-closedf it has
Free(y) = 0. We cally closedif it is marker-closed and variable-
closed.

3.2 Semantics

Like in the modalu-calculus, formulas in VR:encode sets, in this
case sets of summaries. Also like in thealculus, modalities and
boolean and fixed-point operators allow us to encode cortipota
on these sets.

To understand the semantics of locdb¢) and[loc]) modalities
in VP-4, consider the 2-colored summasy= (ss, {se}, {ss}) in
the treeS in Fig. 1-a. We observe that when control moves from

nodess to s5 along a local edge, the current context stays the same,

but the set of returns that can end it and are reachable frem th
current control point gets restricted/R(ss) C MR(s3)). The
temporal requirements that we demand on return from thetrr
context stay the same modulo this restriction. Consequeht 2-
colored summaryg’ = (ss,0, {ss}) describes program flow from
this point to the end of the current context and the requires®

be satisfied at the latter. We use modalitigg) and|loc] to reason
about sucHocal successianFor instance, in this case, summary
will be said to satisfy the formuléloc)q.

An interesting visual insight about the structure of the tfg
for s comes from Fig. 2-a. Note that the trég for s’ “hangs”
from the former by a local edge; additionally, (1) every le&8,.
is a leaf ofS;, and (2) such a leaf gets the same colas ands’.

Succession along call edges is more complex, because along
such an edge, a frame is pushed on a program’s stack and a e p =

new calling context gets defined. In Fig. 1-a, take the surymar
(s2,{s11},{s12}), and suppose we want to assert a 3-

parameter call formuldcall)’{q, p, tt} at s». This requires us
to consider a 3-colored summary of the context startingsat
where matching returns of; satisfyingq, p and ¢t are respec-
tively marked by colors 1, 2 and 3. Clearly, this summary is
s’ = (ss,{s6}, {ss}, {se,ss}). Our formula requires that' sat-
isfies ©’. In general, we could have formulas of the fogn =
(call)@'{11,2, ..., ¥r}, wherey; are arbitrary VPx formulas.
To see what this means, look at the summaries= (s¢, 0, {s12})
andrz = (ss,{s11},0), which capture flow (under the assumed
coloring of MR(s2)) from s¢ andss to the end of the context they
are in. To see ifp is satisfied, we will need to consider a summary
" rooted ats3 where the coloti is assigned to nodes; and ss
precisely wherr; andr2 respectively satisfy);. Now, we require
s’ to satisfyy’.

So far as the structures of these trees go, we find that theeabov
requires a split of the tre§, for summarys in the way shown in
Fig. 2-b. The root of this tree must have@l-edge to the root of
the tree fors’, which must satisfyp. At each leaf ofS,, coloreds,
we must be able tooncatenatea summary tree, . satisfying;
such that (1) every leaf i§, is a leaf ofSs, and (2) each such leaf
gets the same set of colorsdy andS,.

As for the return modalities, we use them to assert that we
return at a point colored Because the binding of these colors to
temporal requirements was fixed at a context that calledutrert
context, theret-modalities let us relate a path in the latter with
the continuation of a path in the former. For instance, in Rig
¢, where the rectangle abstracts the part of a program ungpld
within the body of a procedureoo, the marking of return points
s1 andsz by colors 1 and 2 is visible insidioo as well as at the
call site of foo. This lets us match pathB; and P; inside foo
respectively with path$>, and P; in the calling procedure. This
lets VP capture the pushdown structure of branching-time runs
of a procedural program.

Let us now describe the semantics of ViHermally. A VP-u
formulay is interpreted in aenvironmenthat interprets variables
in Free(p) as sets of summaries in a structured tfed=ormally,
an environmenis a map€ : Free(¢) — 2°. Let us write [¢]2
to denote the set of summariessnsatisfyingy in environment€
(usuallyS will be understood from the context, and we will simply
write [p]e). For a summarys = (s,U1,Us,...,Us), wWhere
s € SandU; C MR(s) for all ¢, s satisfiesp, i.e.,s € [¢]e,
if and only if one of the following holds:

e p=pec AP andp € \(s)

e ¢ = —pforsomep € AP, andp ¢ A(s)

e o= X,ands € £(X)

® o =1 Vyysuchthas € [p1]s ors € [p2]e

® o =1 Ay suchthak € [p1]e ands € [p2]e

o o = (call)p’ {1, 2, ...,m }, and there is @ € S such that

(1) s <% ¢, and (2) the summary = (t,Vi,Va, ..., Vi),
where foralll < i < m,V, = MRt)N{s" : (s,U1 N
MR(s"),...,UsNMR(s")) € [¢:]e}, issuchthat € [']e
o o = [call] ¢'{t1,2,....,9m}, and for allt € S such that

s <% ¢ the summant = (¢, Vi, Va, . .., Vi), where for all
1§z<mV MR@)N{s : {(s,U1NMR(s"),...,Ux N

MR(s")) € [¢s]e}, issuchthat € [¢']e

® o = (loc) ¢, and there is @ € S such thats — ¢ and the
summaryt = (¢, Vi, Va,..., Vi), whereV; = MR(t) N U;, is
such that € [¢']¢

loc

[loc] ¢', and for allt € S such thats — ¢, the summary
t = (t,V1,Va,..., Vi), whereV; = MR(t) N U, is such that

te [¢]e



= (ret) R;, and thereisa € S such that ~% ¢ andt € U;
= [ret] R;, and for allt € S such thats =% ¢, we have

— U)“G “‘“G ‘6

€ U
= uX.¢',ands € Sforall S C Ssatisfying [¢']s[x:=s]

| ﬂ

= vX.¢, and there is som8 C S such that (1)S
¢'lerx.—s) and (2)s € S.

N

Here£[X := S]is the environmen€’ such that (1¥'(X) = S,
and (2)&'(Y) = £(Y) for all variablesY # X. We say a node
s satisfiesa formulay if the 0-colored summarys) satisfiesp. A
structured tred rooted ats is said satisfyp if so satisfiesp (we
denote this byS = ).

A few observations are in order. First, while \jPdoes not
allow formulas of form—, it is closed under negation so long
as we stick to closed formulas. Given a closed MFormula ¢,
consider the formul&Veg (), defined inductively in the following
way:

* Neg(p) = —p, Neg(—p) = p, Neg(X) = X
® Neg(p1 V p2) = Neg(p1) A Neg(p2), andNeg(p1 A p2) =

Neg(p1) V Neg(p2)

o If o = {call) ¢'{t1,s2, ..., 91}, then

Neg(p) = [call] Neg(¢'){Neg(v1), Neg(v2), ..., Neg(vx)}
o If p = [call] p'{1,%2, ..., }, then

Neg(p) = (call) Neg(¢'){Neg(11), Neg(i2), ..., Neg(vr)}
 Neg({loc)¢') = [loc] Neg (), andNeg [locl") = {loc) Neg(s)
e Neg({ret)R;) = [ret]R;, andNeg([ret|R;) = (ret)R;
® Neg(uX.¢) = vX.Neg(p), andNeg(vX.¢) = uX.Neg(p)

Performing induction on the structure @f we obtain:

THEOREM1. For all closed VP-u formulas ¢, [p]. = S\
[Neg(p)] ..

Second, note that the semantics of closed /Rrmulas is
independent of the environment; customarily, we will eatdu
such formulas in the uniqgue empty environment ) — S.
More importantly, the semantics of such a formyadoes not
depend on current color assignments; in other words, for all
s = (s,U1,Us,...,Ui), s € [yg]o iff (s) € [¢].. Conse-
quently, wheny is closed, we can infer that “nodesatisfiesp”
from “summarys satisfiesp.”

Third, every VP formula ¢(X) with a free variableX
can be viewed as a map(X) : 2° — 2° defined as fol-
lows: for all environments€ and all summary set§ C S,
©(X)(S) = [p(X)]ex:=s)- Itis not hard to verify that this map
is monotonic, and that therefore, by the Tarski-Knasteoithm, its
least and greatest fixed points exist. The formulas o(X) and
vX.p(X) respectively evaluate to these two sets. From Tarski-
Knaster, we also know that for a VR formula ¢ with one free
variable X, the set [uX.¢] . lies in the sequence of summary
setsh, o(0), p(p(0)), ..., and that [vX.¢] . is a member of the
sequenc®, ¢(S), ¢(¢(S)), - . ..

Fourth, a VP formula ¢ may also be viewed as a map:
(U1,Us,...,Us) — S’, whereS' is the set of all nodes such that
Ui,Us,..., Uy C MR(s) and the summarys, Uy, Us,...,Uy)
satisfiesp. Naturally,S” = () if no suchs exists. Now, while a VP-

u formula can demand that the color of a return from the current
context isz, it cannot assert that the color of a retumust not be

1 (i.e., there is no formula of the form, sajret)—R;). It follows

that the output of the above map will stay the same if we groyv an
of the setdJ; of matching returns provided as input. Formally, let
s = (s,U1,...,U) ands’ = (s, U, ...U;) be two summaries

such thatU; C Uj for all i. Then for every environmeré and
every VPyu formulag, s’ € [p]e if s € [p]e.

Such monotonicity over markings has an interesting ramifica
tion. Let us suppose that in the semantics clauses for fasnof
the form(call><p’{z/)1, Ya, ..., ’L/)k} a.l’ld[call](,0’{’(/)17’(/)27 ey ’L/)k},
we allowt = (¢, V4,...,Vs) to beany k-colored summanguch
that (1)t € [¢']e, and (2) for alli and alls’ € V;, (s, U1 N
MR(s"),Us N\ MR(s"),...,Ux N MR(s")) € [ts]e. Intuitively,
from such a summary, one can grow the détdo get the “maxi-
mal” t that we used in these two clauses. From the above discus-
sion, VP4 and this modified logic have equivalent semantics.

Finally, let us see what would happen if we did allow formulas
of form (ret)—R; (at a summarys, Uz, ..., Ux), the above holds

ret

iff there is an edges — t such thatt gé U) It turns out that
formulas involving the above need not be monotonic, and é&enc
their fixpoints may not exist. To see why, consider the foanul
¢ = (cally({ret)R1 A (ret)(~R1)){X}) and a structured tree
where the roos leads to tworet-childrens; andsz, both of which
are leaves. LeS; = {(s1,0)}, andSs = {(s1,0), (s2,0)}.
Viewing ¢ as a mapp : 2° — 25 we see thatp(S1) is not a
subset ofp(S2).

3.3 Bisimulation closure

Bisimulation is a fundamental relation in the analysis of la
beled transition systems. The equivalence induced by atyari
of branching-time logics, including the-calculus, coincides with
bisimulation. In this section, we study the equivalenceugati by
VP-u, that is, we want to understand when two nodes satisfy the
same set of VR+ formulas.

Consider two structured trees = (51, in1, E1, A\1,m1) and
Sz = (52, in2, B2, A2,m2). Let S be S1 U S» (we can assume that
the setsS; and.S; are disjoint),S be the set of all summaries &
andS-, andn denote the labeling of as given by, ands..

Thebisimulation relation~ C S x S is the greatest relation
such that whenever ~ t holds, (1)7(s) = n(t), (2) for every edge
s — &', there is an edge — ' such thats’ ~ t', and (3) for
every edge —= t/, there is an edge - s’ such thats’ ~ ¢’

We writeS1 ~ Ss if in1 ~ ina.

VP-u is interpreted over summaries, so we need to lift the
bisimulation relation to summaries. A summawy U1, ...Uy) €
S is said to bebisimulation-closedf for every pairu,v € MR(s)
of matching returns of, if u ~ v, thenforeach <i < k,u € U,
precisely wherv € U;. Thus, in a bisimulation-closed summary,
the marking does not distinguish among bisimilar nodes,thng,
return formulas (formulas of the forfret) R; and[ret]R;) do not
disntinguish among bisimilar nodes. Two bisimulationseld sum-
mariess = (s,Ui,...,Us) andt = (t,V4,..., V) in S and
having the same number of colors are said tdis@milar, written
s ~ t,iff s ~ ¢, and for each < i < k, for allu € MR(s) and
v € MR(t), if u ~ v, thenu € U; precisely wherv € V;. Thus,
roots of bisimilar summaries are bisimilar and the corresirg
markings are unions of the same equivalence classes of ttie pa
tioning of the matching returns induced by bisimilarity. tahat
every 0-ary summary is bisimulation-closed, and bisintifasf O-
ary summaries coincides with bisimilarity of their roots.

Consider treesS and7 in Fig. 3. We have named the nodes
s1, S2, t1, t2 etc. and labeled some of them with propositioiNote
that s ~ s4, hence the summarysi, {s2}, {s4}) in S is not
bisimulation-closed. Now consider the bisimulation-eldssum-
maries(s1, {s2, sa}, {s3}) and(t1, {t2}, {ts}). By our definition
they are bisimilar. However, the (bisimulation-closedjnsoaries
<S17 {827 84}7 {83}> a.l’1d<t17 {tg}, {tz}) are not.

We now want to prove that bisimilar summaries satisfy theesam
VP-u formulas. For an inductive proof, we need to consider the
environment also. We assume that the environndemtaps VPg
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Figure 3. Bisimilarity.

variables to subsets &f(the union of the sets of summaries of the
disjoint structures). Such an environment is said tbisanulation-
closedif for every variable X, and for every pair of bisimilar
summaries ~ t, s € £(X) precisely whert € £(X).

LEMMA 1. If £ is a bisimulation-closed environment agdis a
VP-u formula, [¢]e is bisimulation-closed.

Proof: The proof is by induction on the structure of the formula
. Consider two bisimulation-closed bisimilar summaries=
(s,Un,...Ux)y andt = (¢, V1,... V), and a bisimulation-closed
environment€. We want to show thas € [p]e precisely when

t e [ole.

If ¢ is a proposition or negated proposition, the claim follows
from bisimilarity of nodess and ¢. When ¢ is a variable, the
claim follows from bisimulation closure of. We consider a few
interesting cases.

Supposep = (ret)R;. s satisfiesy precisely whens has a
return-edge to some nodéin U;. Sinces andt are bisimilar, this
can happen precisely wheimas a return edge to a notlevisimilar
to s’, and from definition of bisimilar summarieg,must be inV;,
and thust must satisfyp.

Supposep = (call)¢'{11,...1¥m}. Supposes satisfiesy.
Then there is a call-successgr of s such that(s’, U1, ...U,,)
satisfiegp’, wherelU; = {u € MR(s') | (u, UiNMR(u),...UxN
MR(u)) € [i]e}. Sinces andt are bisimilar, there exists a call-
successot’ of ¢t such thats’ ~ ¢'. For eachl < i < m, let
Vi ={v e MR{') | Ju € Uj.u ~ v}. Verify that the summaries
(s',U1,...Up,) and (¢',V/,...V,,) are bisimilar. By induction
hypothesis,(t', V/, ... V,,) satisfiesy’. Also, for eachv € V/,
for 1 <4 < m, the summaryv, Vi N MR(v), ... Vi, N MR(v)) is
bisimilar to (v, U1 N MR(w), ... Ur N MR(u)), for someu € Us,
and hence, by induction hypothesis, satisties This establishes
thatt satisfiesp.

Casep = puX.¢'. Let Xo = 0. Fori > 0, let X;41 =
l¢'leix:=x,- Then [ple = Ui»0Xi. Since& is bisimulation
closed, andX, is bisimulation-closed, by induction, far > 0,
eachX; is bisimulation-closed, and so ir]s. O

As a corollary, we get that i&; ~ S», then for every closed
VP-p formulagp, Si = ¢ precisely wherS: = ¢. The proof also
shows that to decide whether a structured tree satisfiesadMP-

u formula, during the fixpoint evaluation, one can restrit¢@ation
only to bisimulation-closed summaries. In other words, \ae c
redefine the semantics of V2o that the sef of summaries
contains only bisimulation-closed summaries. It also sstgthat
to evaluate a closed VR-<formula over a structured tree, one can
reduce the structured tree by collapsing bisimilar node déise
case of classical model checking.

If the two structured treeS; andS; are not bisimilar, then there
exists gu-calculus formula (in fact, of the much simpler Hennessy-
Milner modal logic, which does not involve any fixpoints) tha
is satisfied at the roots of only one of the two trees. This does
not immediately yield a VRs formula that distinguishes the two
trees because VR-formulas cannot assert requirements across

return-edges in a direct way. However, a more complex engadli
possible. We defer the details to the full paper. Thus, twecstired
trees satisfy the same set of closed MPermulas precisely when
they are bisimilar.

Let us consider two arbitrary nodesandt (in the same struc-
tured tree, or in two different structured trees). When diséhtwo
nodes satisfy the same set of closed M Fermulas? From the ar-
guments so far, bisimilarity is sufficient. However, theisaction
of a closed VPx formula at a node depends solely on the subtree
rooted ats and truncated at the matching returnssofn fact, the
full subtree rooted a¢ may not bestructuredas it can contain ex-
cess returns. For a structured tgeand a node, let S denote the
structured tree rooted atobtained by deleting all the return-edges
leading to the nodes iM/R(s). For instance, in Fig. 35, com-
prises nodes; andss and theloc-edge connecting them. Itis easy
to check that ify is a closed VPg formula then(s) satisfiesy in
the original structured tree precisely whénsatsifiesp. If s andt
are not bismilar, and the non-bisimilarity can be establikWwithin
the structured subtreg® andS, rooted at these nodes, then some
closed VP formula can distinguish them.

THEOREM2. Two nodes andt satisfy the same set of close®-
u formulas precisely whefi; ~ S;.

4. Specifying requirements

In this section, we explore how to use \fPas a specification lan-
guage. On one hand, we will see how VYiRand classical temporal
logics differ fundamentally in style of expression; on thiber, we
will express properties not expressible in logics like healculus.
The C program in Fig. 4 will be used to illustrate some of our
specifications. Also, because fixpoint formulas are typichard

to read, we will define some syntactic sugar for YRsing CTL-
like temporal operators.

Reachability Let us express in VR: the reachability property
Reach that says: “a node satisfying propositiop can be reached
from the current node before the current context ends.” As a pro-
gram starts with an empty stack frame, we may omit the reistmic
about the current context ifmodels the initial program state.

Now consider a nontrivial witness for Reach that starts with
an edges ol o' There are two possibilities: (1) a node satisfying
pis reached in the new context or a context called transitifrem
it, and (2) a matching retursi’ of s’ is reached, and at’, Reach
is once again satisfied.

To deal with case (2), we mark a matching return that leads
to p by color 1. LetX store the set of summaries of for(s”),
wheres” satisfiesReach. Then we want the summary, MR(s))
to satisfy(call)¢'{ X}, wherey' states that’ can reach one of
its matching returns of color 1. In case (1), there is no retur
requirement (we do not need the original call to return), asmed
simply assertcall) X {}.

Before we get tay’, note that the formuldioc) X captures the
case whenr starts with a local transition. Combining the two cases
and using CTL-style notation, the formula we want is

EF p=uX.(pV {loc)X V {call) X{} V {call)'{X}).

Now observe thap’ also expresses reachability, except (1) its
target needs to satisfyet) R1, and (2) this target needs to lie in the
same procedural contesss’. In other words, we want to express
what we calllocal reachabilityof (ret) Ry . It is easy to verify that

@ = pY.({ret)R1 V {loc)Y V {cal) Y {Y'}).

We cannot merely substitutefor (ret) Ry in ¢’ to express local
reachability ofp. However, a formulaEF! p for this property is



easily obtained by restricting the formul&” p:
EF'p=puX.(pV (loc)X V {call)o’ {X}).

For example, consider the structured tree in Fig. 4 that fsode
the unfolding of the C program in the same figure. The traossti
in the tree are labeled by line numbers, and some of the nades a
labeled by propositions. Suppose we have a proposjties(z)
that is true immediately after a line whetes freed, EF' free(x)
holds at the entry point of procedufeo (hodes;).

Generalizing, we will allowp to be any VPg formula that
keepsEF p and EF! p closed.

It is easy to verify that the formulal ' p, which states that
“along all paths from the current node, a node satisfypngs
reached before the current context terminates,” is given by

AF p = pX.(pV ([loc]X A [call]”"{X})),

where ¢’ demands that a matching return colored 1 be reached

along all local paths:
@" = pY.(pV ([ret]R1 A [loc]Y A [call]lY {Y'})).

As in the previous case, we can define a corresponding operato

AF! that asserts local reachability along all paths. For irstaim
Fig. 4, AF" free(z) doesnothold at nodes; .

Note that the highlight of this approach to specificationhis t
way we split a program unfolding along procedure boundaries
specify these “pieces” modularly, and plug the summaryifipae
tions so obtained into their call sites. This “interprocedreason-
ing distinguishes it from logics such as thecalculus that would
reason only abouglobal runs of the program.

Also, there is a significant difference in the way fixpointe ar
computed in VPx and theu-calculus. Consider the fixpoint com-
putation for theu-calculus formulauX.(p v () X) that expresses
reachability of a node satisfying The semantics of this formula
is given by a sebx of nodes which is computed iteratively. At the
end of thei-th step,Sx comprises nodes that have a path with at
most(: — 1) transitions to a node satisfying Contrast this with
the evaluation of the outer fixpoint in the Viformula EF p.
Assume thaty’ (intuitively, the set of “jumps” from calls to re-
turns”) has already been evaluated, and consider th&gebf
summaries foZF' p. At the end of the-th phase, this set contains
all s = (s) such thats has a path consisting ¢t — 1) call and
loc-transitions to a node satisfying However, because of the sub-
formula (call)¢'{ X}, it also includes als wheres reachey via
a path of at most: — 1) local and “jump” transitions. Note how
return edges are considered only as part of summaries pugtye
the computation.

Invariance and until Now consider thénvariance property “on
some path from the current node, propertiiolds everywhere till
the end of the current context.” A VR-formula EG p for this
is obtained from the identitfG p Neg(AF Neg(p)). The
formula AG p, which asserts that holds on each point on each
run from the current node, can be written similarly.

Other classic branching-time temporal properties likeekis-
tential weak untiwritten asE(p; W p2)) and theexistential until
(E(p1 U p2)) are also expressible. The former holds if there is a
pathz from the current node such that holds at every point on
till it reaches the end of the current context or a node sattigfp.

(if w doesn’t reach eithep; must hold all along on it). The latter, in
addition, require®- to hold at some point om. The for-all-paths
analogs of these propertied (p: U p2) and A(p1 W pz)) aren’t
hard to write either.

Neither is it difficult to express local or same-context @ns
of these properties. Consider the maximal subsequenocef a
program pathr from s such that each node af belongs to the

1 int a,

*g; S1
2 void foo () 4
3 {. mody(e)
4 int *x, b=1; 5
5 x = ALLOC(int);
6 g = X;
7 bar O; 6
8 free (x); o
9 b= aka + bib; 7
10 return; \
11} 15 s
12 void bar () \\modg(e)
13 { free(g) 19\
14 int y; 20 4
15 a+t+;
7 e 8 °
ree(g);
18 else free(x)
19 foo O 9 6
20 return; US€Ee
21 } modl(e)

Figure 4. A C example

same procedural context as A VP-u formula EG'p for exis-
tential local invariancedemands thap holds on some such’,
while AG'p asserts the same for aif. Similarly, we can define
existential and universdbcal until properties, and correspond-
ing VP~ formulas E(p: U p2) and A(p1 U* p2). For instance,
in Fig. 4, E(—free(g) U' free(z)) holds at nodes; (whereas
E(—free(g) U free(x)) does not). “Weak” versions of these for-
mulas are also written with ease. For instance, it is eas\etifiyv
that we can write generic existential, local, weak untilgandies as

E(pr W' p2) = vX.((p1Vp2) A (p2 V (loc) X V {call)¢'{X})),
wherey’ asserts local reachability ¢fet) R, as before.

Interprocedural dataflow analysis It is well-known that many
classic dataflow analysis problems can be reduced to teiipgia
model-checking over program abstractions [24, 23]. Fonmpla,
consider the problem of findingery busy expressioms a program
that arises in compiler optimization. An expressiois said to be
very busy at a program poigtif every path froms must evaluate

e before any variable im is redefined. Let us first assume that all
variables are in scope all the time along every path frorhlow
label every node in the program’s unfolding right after desteent
evaluatinge by a propositionuse(e), and every node reached via
redefinition of a variable i by mod(e) (see Fig. 4). Because of
loops in the flow graph, we would not expect every path frota
eventually satisfyuse(e); however, we can demand that each point
in such a loop will have a path to a loop exit from where a use of
e would be reachable. Then a VjPformula that demands thatis
very busy ats is

A((EF use(e) AN =mod(e)) W use(e)).

Note that this property uses the power of YiRe reason about
branching time.

However, complications arise if we are considering intecpr
dural paths and has local as well as global variables. Suppose in
Fig 4, the global variabla and the local variable are two observ-
ables, and we want to check if the expressioa (a + b?), used



in line 9, is very busy at line 6. We would, as before, trackngjes

to a andb between lines 6 and 9. But we must note that as soon
as an interprocedural path between these two points leaves the
current context, the observaliealls out of scope. This path may
subsequently come back to proceddire because of recursion,
and a new instance ®f may be created. However, modification of
this new instance df should not cause not to be very busy in the
current context. In other words, we should only be concemigal
thelocal uses ofo. For the same reason, useedh a different con-
text should not be of interest of us. On the other hand, thbajlo

Other stack inspection properties expressible in ¥ PRelude
“when procedurefoo is called, all procedures on the stack must
have the necessary privilege.” Combining reasoning albmupto-
gram stack with reasoning about the global evolution of tte p
gram, VP# can even specify dynamic security constraints where
privileges of procedures change dynamically depending hen t
privileges used so far.

Stack overflow One of the hazards of using recursive calls in a
C-like language is that stack overflow, caused by unbounelear+

variablea needs to be tracked through every context along a path sion, is a serious security vulnerability. \iPean specify require-

before a local use af on it.

Local temporal properties come of use in covering such cases
Let us define two propositionsod,(e) andmod;(e) that are true
at points where, respectively, a global or a local variable is
modified. The VPu property we assert atis

vX.(((EF" use(e)) A =mody(e) A ~mod;(e)) V use(e))
A (use(e) V ([loc] X A [ealllyp{X, tt})),

where the formula) tracks global variables like in new contexts:

¥

wY.(=modg(e) A (([ret] Ri A (ret)R2)
V ([eall]Y{Y, tt} A [loc]Y))).

Note the use of the formularet) R, to ensure thatret| R, is
not vacuously true.

Pushdown specificationsThe domain where VRe stands out
most clearly from previously studied fixpoint calculi is thaf
pushdown specificationse., specifications involving the program
stack. We have already introduced a class of such speaifiati
expressible in VPs: that of local temporal properties. For in-
stance, the formul&F'p needs to track the program stack to know
whether a reachable node satisfyinig indeed in the initial calling
context. Some such specifications have previously beeunstied
in context of the temporal logic &RET. On the other hand, it is
well-known that the modaj:.-calculus is aregular specification
language (i.e., it is equivalent in expressiveness to & dbfinite-
state tree automata), and cannot reason about the stadk imath
We have already seen an application of these richer spdimfisa
in program analysis. In the rest of this section, we will sexerof
them.

Nested formulas and stack inspectiorinterestingly, we can ex-
press certain properties of the stack just by nestingiMBrmulas

for (non-local) reachability and invariance. To undersdtarhy, re-
call that VP formulas for reachability and invariance only reason
about nodes appearing before the end of the context wheye the
were asserted. Now let us try to expresgack inspection property
such as “if proceduréoo is called, procedurear must not be on
the call stack.” Specifications like this have previouslgtesed in
research on software security [19, 15], and are not exnieski
regular specifications like the-calculus. While the temporal logic
CARET can express such properties, it requires a past-time aperat
calledcaller to do so. To express this property in \(Rwe define
propositionscs., andcwar that respectively hold at every call site
for foo andbar. Now, assuming control starts fivo, consider the
formula

@ = EF (cvar A {call)(EF cz00){})-

This formula demands a program path where, fisst; is called
(there is no return requirement), and then, before thatesoris
popped off the stack, a call site fébo is reached. It follows that
the property we are seekingéeg(p).

ments that safeguard against such errors. Once againgmestizl-
ities come handy. Suppose we ass&€t({call)ff{}) throughout
every context reached throughcalls in succession without inter-
vening returns (this can be kept track of using-Ength chain of
(call) modalities). This will disallow further calls, boundingeth
stack to heighk.

Other specifications for stack boundedness include: “evalty
in every program execution eventually returns.” This propee-
quires the program stack to be empty infinitely often. Thothig
requirement does not say how large the stack may get—even if a
call returns, it may still overflow the stack at some pointrtker,
in certain cases, a call may not return because of cyclexdinted
by abstraction. However, it does rule out infinite recursd@ps in
many cases; for instance, the program in Fig. 4 will fail fisp-
erty because of a real recursive cycle. We capture it by tasger
AG Termin at the initial program point, where

Termin = [call](AF' ((ret)Ry)){tt}.

Preconditions and postconditionsFor a program state, let
us consider the sefmp(s) of nodes to which a call froms
may return. Then the requirement: “propeftyholds at some
node inJmp(s)” is captured by the VR¢ formula (jump)p =
(call)(EF" (ret)R1){p}. The dual formulajumyp]p, which re-
quiresp to hold at all such jump targets, is also easily constructed.
An immediate application of this is to encode the partial gmd
tal correctness requirements popular in formalisms likarnddogic
and JML [9]. A partial correctness requirement for a procedu
asserts that if preconditioRre is satisfied when is called, then if
A terminates, postconditioRost holds upon return. Total correct-
ness, additionally, requirdsto terminate. These requirements can-
not be expressed using regular specifications. Inp/IRet us say
that at every call site to proceduiepropositionc4 holds. Then a
formula for partial correctness, asserted at the initiagpam state,
is

AG((Pre A ca) = [jump]Post).
Total correctness is expressed as

AG((Pre A ca) = (Termin A [jump]Post)).

Access controlThe ability of VP to handle local and global vari-
ables simultaneously is useful in other domains, e.g.,s&ccen-
trol. Consider a procedurkthat can be called with a high or low
privilege, and suppose we have a rule thaan access a database
(propositionaccess is true when it does) only if it is called with a
high privilege fpriv holds when itis). It is tempting to write a prop-
erty o = —priv = AG (—access) to express this requirement.
However, a context wherge has low privilege may lead to another
whereA has high privilege via a recursive invocation, apadvill
not letA access the database even in this new context. The formula
we are looking for is reallyy’ = —priv = AG' (—access), as-
serted at every call site far.

Multiple return conditions As we shall see in Section 6.2, the
theoretical expressiveness of \{Pdepends on the fact that we
can pass multiple return conditions as “parameters” to;V&all



formulas. We can also use these parameters to remembes dvaint
happen within the scope of a call and take actions according|
return. To see how, we go back to Figure 4; now we interesttein
properties of the pointer variablesandg. Suppose control starts at
foo and moves on tbar; also, let us ignore the recursion in line 19
and assume the call taar in line 7 returns. Before this cal, and

g point to the same memory location. Now consider two scesario
once this call returns: (1) the globalwas freed in the new context
before the return, so thatnow points to a freed location, (8)was
not freed, so that still points to allocated memory. Suppose our
requirements for the next program point in the two cases(aye
must not be freed ifoo, (2) x should be freed to avoid memory
leak. We express these requirements by asserting the féRnula

o at the program point callingar:

@ = {call)y'{[loc]~free(z), [loc] free(x)},

wherev’ is a fixed-point property that states that: each path in the
new context must (1) sefee(g) at some point and then reach
(ret) Ry, or (2) satisfy—free(g) until (ret) R2 holds. We omit the
details for want of space.

5. Model-checking

In this section, we introduce the problem of model-checkitiRr

w1 over unfoldings ofrecursive state machine®ur primary result

is an iterative, symbolic decision procedure to solve thabjem.
Appealingly, this algorithm follows directly from the opional
semantics of VP and has the same complexity as the best algo-
rithms for model-checking-calculus over similar abstractions. We
also show a matching lower bound.

5.1 Recursive state machines

Recursive state machines (RSMs) are program abstracti@s t
model interprocedural control flow in recursive programs. [3
While expressively equivalent to pushdown systems, RSMs ar
more visual and tightly coupled to program control flow. Huist
reason, we will use them as our system model.

Syntax. A recursive state machin@®SM) M over a set of proposi-
tionsAP isatuple((Mi, Ma, ..., My), start), where eachd/; is
a procedureof the form(L;, B;,Y;, En;, Ex;,6;, ;). The mean-
ing of the components af/; is summarized in the following:

e [; is a finite set ofcontrol locations and B; is a finite set of
boxes

oY, : B; — {1,2,...,m} is a map that assigns a procedure to
every box.

e En,; C L; is anon-empty set aédntry locationsandFz; C L;
is a non-empty set a#xit locations

e Let Calis; {(b,en) : b € Bi,en € Eny,y)} denote
the set ofcalls in M;, and let Retns; = {(b,ex) : b €
Bi,ex € Ezy,;)} denote the set ofeturnsin M;. Then
d; C (L;i U Retns;) x (L; U Calls;) defines the set of RSM
edges.

e x; is a labeling functions; : (L; U Calls; U Retns;) — 24
that associates a set of propositions to each control tatall
and return.

A control locationstart € |J, L: in one of the components is
chosen as thaitial location. We assume that for every distinct
andj, L;, Calls;, Retns;, N;, Callsj, and Retns; are pairwise
disjoint. We refer to arbitrary calls, returns and contmtdtions
in M asvertices The set all vertices is given by = J,(L; U
Calls; U Retns;), and the set of vertices in procedyrés denoted
by V;. We also writeB = |, B; to denote the collection of all
boxes inM. Finally, the extensions of all functions, ~; andY;

Figure 5. A recursive state machine.

are denoted respectively by: V — V, k : V — 247 and
Y:B—{1,2,...,m}.

Fig. 5 depicts an RSM extracted from the C program in Fig. 4.
Here we are interested in the behavior of the pointer vagigldnd
variables and statements not relevant to this behaviortesteserted
out. We use two propositiong andg; that are true respectively
wheng points to free and allocated memory. The procedures and
vertices in this RSM correspond to procedures and con@atgsin
Fig. 4; transitions correspond to lines of C code and ardéalizy
line numbers.

Each procedure has two entry and exit points corresponding t
the two possible abstract valuesgfPointer assignments and calls
to free andALLOC changes the values of these propositions in the
natural way. Note in particular that we cannot tell withouflabal
side-effect analysis whetherandg point to the same location be-
fore line 8. We model this uncertainty using nondeterminism

Semantics.The semantics of an RSM/ are defined by an infi-
nite graphC(M) = (C,co, Ec, Ac,nc), known as itsconfigu-
ration graph Here,C is a set ofconfigurations ¢, is the initial
configuration,Ec C C x C'is a transition relation, and functions
Ao : C — 2% andnc : Ec — {call, ret, loc} respectively la-
bel configurations and transitions. Stealing notation forcsured
trees, we write — ¢’ if (¢c,¢') € Ec andne((c,c)) = a.

The setC of configurations inC(A) comprise all elements
(v,u) € B* x V such that either

e y=candu € V,or
oy ="bi...by (Withn > 1) and (1)u € Vy(s,,), and (2) for all
xS {17 e, n — 1}, biv1 € BY(bi)-

The initial configuration isco = (e, start). The configuration-
labeling function\¢ is defined asAq((v,u)) k(u), for all
(v,u) € B* x V. Now we can define the transition relation
E¢ and the transition-labeling function: in G. Forc = (v, u),

d = (Y,u') anda € {call,ret,loc}, we have a transition

¢ - ¢ ifand only if one of the following holds:

—Local move: u € (L; U Retns;) \ Ez;, (u,u’) € &, = 7,
anda = loc;
— Procedure call: u = (b,en) € Calls;, v’ = en,y = ~.b, and

a = call;
—Returnfromacal: v € Ez;, v = v'.b, v’ = (b,u), and
a = ret.

5.1.1 Configuration trees

We will evaluate VPg formulas onconfiguration treeof RSMs,
which are unfoldings of configuration graphs of RSMs. Coaisath
RSM M with configuration grapl€ (M) = (C, co, Ec, Ac,nc).
The configuration tree of\f is a structured tree&Conf (M) =
(S, 50, E, A\, n), whose set of node§ C C't and set of transitions
E C S x S are the least sets constructed by the following rules:

l.co€S.



2. Lets.c € S for somes € C* and some configuration € C,
and suppose —- ¢’ for somea € {call, loc, ret} and some
¢ € C.Thens.c.d € S ands.c —= s.c.c'.

The above also defines the transition-labeling map Conf (M).
The node-labeling function is given by: for each node = s'.c,
A(s) = Ac(c). The initial node issp = co. Finally, we define a
map Curr : S — C that gives us theurrent configuratiorfor any
node in Conf (M) as follows: for alls € C* and allc € C, if
s.c € SthenCurr(s.c) = c.

Summaries inConf (M) are now defined as in Section 2.1.
We identify the summargo = (so) as theinitial summaryin
Conf(M). We say that the RSM/ satisfiesa closed VP for-
mulag if and only ifso € [¢] L.

Note that each node ionf (M) captures, along with the
current configuration, théistory of an execution till this point.
However, it is easy to see that urr(s) Curr(s") for two
nodess and s’ in Conf (M), thens and s” are bisimilar. Then
by Theorem 2, the difference between the histories ahds’ is
irrelevant so far as VR:formulas are concerned.

5.2 Model-checkingVP-p over RSMs

For a closed VP formulay and an RSMV/, themodel-checking
problemof ¢ over M is to determine if\/ satisfiesp.

Recall that configurations d¥/ are of the form(~y, u), wherey
is a stack of boxes andis a vertex inM. Clearly, the sef/R(s)
for the current node and the sep,.; of ret-subformulas that hold
at the current summary depend on the current statlowever, we
observe that both these sets refer only to the box to whictraon
returns from the current context, and not to boxes furthendihne
box stack. In other words, so far as satisfaction of ¥ Fermulas
go, we are only interested in thep of ~.

To formalize this intuition, let us define a m&pase : (v, u) —
u that erases the stackf a given configuration of\/. We can
extend this map to sets of nodes in the usual way. Now con-
sider twok-colored summaries = (s, Uy, Us, . .., Uy) ands’
(s',U1,Us,...,UL), where Curr(s) = (vb,u) and Curr(s")
(v'b,u). We calls ands’ top-equivalentf and only if for all 4,
Frase(U;) = Erase(U;). Then we have:

LEMMA 2. Let s; and sz be two top-equivalenk-colored sum-
maries in the configuration tree of an RSNI. Then for any closed
VP-pu formulayp, s, satisfiesy iff so satisfiesp.

It turns out that we can restrict our attention to bounde@-sum-
maries that only keep track of the top of the box stack whilieglo
VP-1 model-checking. We call these summargtacklessin or-
der to define stackless summaries formally, we will need fmde
reachability between nodes in an RSM. Consider any veriexan
RSM M. A vertexw is said to beempty-stack reachablieom w if
there is a path irfConf (M) from (e, u) to (e, v). It is well-known
that for anyu, the setReach.(u) of vertices empty-stack reachable
from u can be computed in time polynomial in the sizeldf[3].

We also need to define the setpafssible returngrom an RSM
vertexu. Supposes € V; is in procedurel/;. The setRet,(u) of
possible returns from to a boxb with Y'(b) = [ consists of all
(b, ex) such thakex € Reach(u) N Ez;. Clearly, for anyu andb,
the setRet,(u) can be computed in time polynomial id. Also,
we will use the notatioRet (u) = Up Rety (u).

Now, letn be the arity of the formulg. A stackless summary
is a tuple (u, Ret1, Reta, ..., Rety), where0 < k < n, and
for someb, Ret; C Rety(u) for all j. The set of all stackless
summaries inV/ is denoted bySLS.

Let Esr, : Free(p) — 2°“% be an environment mapping free
variables iny to sets of stackless summaries, and_letenote

FIXPOINT (X, ¢, EsL)

1 X' = FEval(p,EsL)

2 if X' =Esn(X)

3 then return X’

4  else return FIXPOINT (X, ¢, EsL[X == X))

Figure 6. Fixpoint computation for VPz.

the empty environment. We define a functiélal(p, Es1.) that
assigns a set of stackless summaries to giMBrmula:

o lf o = p, forp € AP, then Eval(p,Esr) consists of all
(v, Ret1, Reta, ..., Rety) such thap € k(v) andk < n.

o If p = —p, forp € AP, then Fval(p,Esr) consists of all
(v, Ret1, Reta, ..., Rety) such thap ¢ x(v) andk < n.

o If o = X, for X € Var, thenEval(p, Esr) = Esn(X).

o If o = 1 V 2 then
Eval(p,Esr) = Eval(v1,Esr) U Eval(y2,EstL).

o If o = 1 A 2 then
Eval(p, Esr) = Eval(p1,Esr) N Eval(p2,EsL).-

o If o = {call) ¢'{¢1,%2, ..., ¥m}, then Eval(p, EsL) con-
sists of all((b, en), Ret1, Reta, ..., Rety) such that for some
(en, Rety, Rets, ..., Rety,) € Eval(¢',Esr), and for all
(t',ex’) € Ret;, wherei = 1,...,m, we have:

1LY =b

2. ((b',ex’), Ret, Ret, ..., Ret}) € Eval(yi, EsL), where
Ret] = Ret; N Ret((b',ex’)) forall j < k.

If ¢ = [call] ©'{t1,...,%m}, then we haveival (o, EsL) =
Eval(p, Esr)UNoncall, wherep = (call) @' {1, 2, ..., Ym },
andNoncall comprises all summari€s, Ret1, ..., Rety), for

k < n, such that is not a call. This works because the!!]
modality may hold vacuously, and because a node in an RSM
can have at most one outgoing call-transition.

If o = (loc) ¢', then Fval(yp, Es) consists of all stackless
summariegu, Ret1, . .., Reti) such that for some satisfying
(u,v) € §, we have(v, Rety N Ret(v), ..., Retp N Ret(v)) €
Fval(¢’, EsL).

If ¢ = [loc] ¢', then Eval(p, Esr) consists of all stackless
summaries(u, Ret1, ..., Rety) such that for allv satisfying
(u,v) € §, we have(v, Ret1 N Ret(v),. .., Rety N Ret(v)) €
Eval(¢’,EsL).

If o = (ret) R;, thenEwval(yp, Esr) consists of all summaries
(ex, Ret, ..., Rety) such that (1)Ret; = {(b,ex)}, where
(b,ex) € Ret(ex), and (2) for allj # i, Ret; =

o If o = [ret] R;, thenEval(p,Esr) = Eval({ret)R;,Esr) U
Nonret, whereNonret has all summarie&, Ret1, ..., Rety)
such that: is not an exit.

If o = uX.¢', then

Euval(p,Esr) = FizPoint (X, ¢, Esp[X := 0]).

If o = vX.¢, then

Euval(p,Esr) = FizPoint (X, ¢',Esr [X 1= SLS]).

HereFizPoint (X, ¢, Esr) is a fixpoint computation function that
uses the formulg as a monotone map between subset§Skf,
and iterates over variabl&. This computation in described in
Fig. 6.

The following theorem is easily proved:

THEOREM3. For an RSMM and a closedVP-u formula ¢,
Conf (M) satisfiesp if and only if (so) € Eval(p, L). Further-
more, Eval(p, L) is computable.



Note that our decision procedure is symbolic in nature, hatldne mulap, find the corresponding VR-formula, and check whether
could represent sets of summaries using BDD-like data tstres. it holds in a program model. The model satisfies this ¥ frmula
Also, it directly implements the operational semantics &f-Mfor- if and only if it is not the case that all runs of the model Sgtthe
mulas over stackless summaries. In this regardMBsembles the CARET formula.

modal p-calculus, whose formulas encode fixpoint computations We will now sketch the idea behind the proof of Theorem 5. For
over sets; to model-chegk-calculus formulas, we merely need to  brevity, however, we will consider acceptance by final statber

perform these computations. Unsurprisingly, our procedsivery than Biichi acceptance. More precisely, we will have a shéicial

similar to classical symbolic model-checking for thealculus. stateqy, and a run will be considered accepting if and only if it
) reaches;y somewhere along the run. This simplification will take

5.3 Complexity out many of the details of our translation while retainirgbasic

In an RSMM, let# be an upper bound on the number of possible flavor.

returns for a vertex, and I8¢, be the total number of vertices. Let Now, ¢4 Will be a 1-ary formula, and will have variableX,

n be the arity of the formula in question. Then the total numifer ~ and S, ,/», whereq,q¢’ in A andb € B (the stack alphabet).
stackless summaries il¥ that we need to consider is bounded by Intuitively, a 1-ary summary(s, U) will be in X if there is a run

N = nNy2%". Let us now assume that union or intersection of Starting froms and state; along some path that reachgsbefore
two sets of summaries, as well as membership queries onstssh s it meets any matching return of The summary(s, U) will be in
take linear time. It is easy to see that the time needed toatab S, if s is not at the top-level, there is a path that ends with an

non-fixpoint formulay of arity k is bounded byO(N?6|¢|) (the unmatched return edge, and the automaton has a rundrtng’
most expensive modality isall)o’ {11, ..., ¥n }, where we have along this path such that at the unmatched rebuspopped from
to match an “inner” summary satisfying’ as well asn “outer” the stack to reacly’.

summaries satisfying the;-s). For a fixpoint formulap with one We will write the VP formula ¢4 using a set of equations

fixpoint variable, we may neel such evaluations, so that the total ~ rather than in the standard form. Translation from this &quoal
time required to evaluatBual (¢, L) is O(N30)|p|). For a formula form to the standard form proceeds as in the mpdedlculus [16];
¢ of alternation depthl, this evaluation takes tim@(N>?6¢ |,|). we leave out the details. Let us denote internal transitiass
It is known that model-checking alternating reachabilipesi- (g,v,q'), push transitions agg,v,q’,b) (if in state g and read-
fications on an RSMV is EXPTIME-hard [26]. Following con-  ing (call, v), pushb onto stack and go tg'), and pop transitions as
structions similar to those in Section 4, we can generate VP (4, v,b,¢') (ifin stateg with b on top-of stack and readir(get, v),
formulay from ap-calculus formulaf expressing such a property ~ POPb and go tog’). Let the set of transitions ofl be A. Also, for

such that (1) the size af is linear in the size of’, and (2)M sat- each valuation € 27, lety, = A, 0 A A,g, 7.
isfiesy if and only if M satisfiesf. It follows that model-checking Then, the formulg 4 will be the formula corresponding t§,,,
a closed VPx formulay on an RSMM is EXPTIME-hard. when taking the least fixpoint of the following equations:
Combining all of the above, we have: X, = \/ (0 A (loc) X )

THEOREM4. Model-checking & P-u formulap on an RSMV/ is (a,0,9")EA
EXPTIME-complete.
P ViV WA cal) X ()

6. Expressiveness (gv.aB)eA
Now we present a few results concerning the expressiver&43-o v \/ v(w” A {eall) Sy p{ X' })
e (q,v,q1,)€EA ¢
6.1 VP-u and the temporal logic CARET Saqp = ( b\/) A(w” A(ret)Ri)
a,v,b,q")€

We will now establish that the temporal logi;€ET is contained
in VP-p. Vi @ A (100 Sy g )

A visibly pushdown automatodl is a pushdown automaton (a,v,9")€A
with an added restriction: its input alphalets partitioned into a v \/ \/ (o A {call) Sy ap.0r {Saz.a 5 })-

call alphabet®., alocal alphabet;, and areturn alphabef,.. On

reading a call or return symbal must respectively push and pop
precisely one symbol on/from the stack; on a local input syimb
A must change state without modifying the stack. A run of such 6.2 An arity hierarchy

an automaton on an input wordis simply a sequence of moves it Ny we show that the expressiveness of )Rormulas increases
makes while readmg;. L . with their arity. For two structured treeS; and S» with initial
From the results implicitin [2, 4], it follows that for anyARET nodess; andss, we saysS; ands. aredistinguishecby a closed,

formula ¢ over the set of proposition®, there existsA, over k-ary VP formulacw if and only if s: satisfiess ands, does not
infinite words with aBuichiacceptance condition, over the alphabet Thex we ﬁave: ¥ yis ad 52 '

¥ = {(loc,v) | v € 27}, 8. = {(call,v) | v € 27} and
Er = {(ret,v) [ v € 2"} that accepts precisely the models that THEOREM6. For everyk > 1, there is a a closedk + 1)-ary
satisfy,. We can show that: formulagy. 1, and two structured treeS; andS», such thatpy 4

THEOREMS. For any nondeterministic Biichi visibly pushdown €@n distinguish betwees: and Sz, but no closedk-ary VP-pu
automatonA over the alphabets described above, there MR formula can.

u formulag 4 that holds in a structured tree if and only if there is
some path in the tree that is accepted Ay

(a,v,q1,b")EA g2

We will sketch the proof for the case = 1. Before we do so,
we need some extra machinery. More precisely, we will define a
It follows as a corollary that @RET model checking is reducibleto  preorder calledjuasi-bisimilarityover summaries that takes into
VP-p model-checking: we can take the negation of amrerT for- account their coloring. It turns out that VfPrespects this preorder.
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Figure 7. (a) An arity hierarchy (b) Tree encoding for undecid-
ability.

Consider a pair ok-colored summaries = (s, Ui, ..., Us)
andt = (¢, V1,..., Vi) such that each path in the trees rooted at
s andt comprises a chain dbc-edges followed by oneet-edge
leading to a leaf. Let andT respectively be the sets of non-leaf
nodes in these trees. We say thaindt arequasi-bisimilarif there
is arelation<C S x T such thats < ¢t and
1. For alls’ < ', we haver(s’) = A(t)
2. If s/ < ¢, then for everys” such thats s” thereis a”’

such that’ 2% ¢ ands” =< t”. Also, for everyt” such that

' 1% 7 there is ans” such thats’ *%% s” ands” < t”.

; ret
—

1 loc
—

3. If s < ¢, then for everys” such thats s” thereis a”’
such that’ =% ¢, and for everyt” such that’ =% ¢, there

— —
is ans” such thats’ % s”. Further, ifs” ¢ U, thent” € V;,
for all 7 (note that this is not an “iff” condition).

Now, we can show inductively thatéfandt are quasi-bisimilar,
then for every variable-free VR-formula, if s satisfiesp, then
t satisfiesp as well (note that the converse is not true; for instance,
t may satisfy[ret] R; even whers does not). We skip the proof.

Let us now come back to Theorem 6. Consider the two non-
bisimilar structured tree§ and7 in Fig. 7-a with initial nodes
so andto. It is easy to see that the 2-ary jPformula p =
(cally({loc)({ret) R1 A {ret) R2)){p, —p} distinguishes, andt.
Let us now see if there is a closed, 1-ary formyl¢hat can distin-
guish betweers and7 . First, if ¢ is a disjunction or conjunction,
we can get a smaller witness for this distinction. Furthecause
treesS and7 are of fixed depth, we need only consider fixpoint-
free formulas. The interesting case is that of formulas efftrm
o = (call)p' {1)}.

Assume this formula is satisfied byso); then there is a
bisimulation-closed summary of the fosn= (s, U) that satisfies
. For each such, we find at = (¢1, V). Note thats can assume
only four values; these arés1, {sg, s4,s5}), (s1,{s10, 6, 57}),
(s1, {s9, s4, s5, S10, S6, s7}), and {s1, 0). The corresponding val-
ues oft are (t1, {te,t7}), (t1,{ta,ts}), (t1, {ta,1ts,te,t7}), and
(t1,0) respectively. Note that for any value takes, the corre-
spondingt is quasi-bisimilar to it, which means thasatisfiesy’.

Further, for eachv € V there is a bisimilar node € U. It follows
thatif allu € U satisfyi), then so do alb € V. Then(to) satisfies

®.
Similarly one can show thdt,) satisfiesp only if (so) satisfies

To extend the proof to arbitrard, we consider a structur§’
where, like inS, the root has oneall-child s;—excepts; now has
alarge numbei of loc-childrens’. From eachs’, we have(k +1)
ret-edges leading to “leavesy”’, each of which is labeled with
exactly one proposition from the sétP = {pi,p2,...,Pr+1}-
For (N — 1) values ofs’, the leaves of the trees rooteditare
labeled such that onl} of them have distinct labels. But there is
a particulars’ (call it ;) for which these leaves get distinct labels
P1,-- -5 Pk+1-

Now take a structur@” that is obtained by removing the subtree
rooted at nodes; from S’. Following the methods for the case
k = 1, we can show thas’ and 7’ may be distinguished by a
(k 4+ 1)-ary formula, but by nd:-ary formula. We skip the details.

6.3 Satisfiability

The logic VP can express several surprisingly complex proper-
ties by exploiting the branching nature of the models. Giersihe
tree fragment depicted in Figure 7-b.

We have a set of proposition8 from which thea;’s andb;’s
are drawn from; we also have extra propositiénand . It turns
out that we can write a VR-formulap whose models consist only
of trees that are bisimilar to the tree given in the figurehwtite
restriction that the word; ...an, = b, ...b1. This is surprising
as even &isibly pushdown wordutomaton cannot accept precisely
the words encoded along the brangh .. a,,$b1 . . . b, (it could if
the second portion encoding this are returns, but not when they
are calls). The VR formula can accept this by expressing mainly
the following requirements: (a) there are only twa edges after
b1, (b) consider any position; and letb; be a position such that
the last return in the string of returns aftermatches the call at;;
then we require that the string of returns followibg., ends up
matching the call at, followed by exactly two more returns.

These requirements ensure that the string of returns bélew t
b; symbols grow according to the sequerd, 6, .... Now, the
VP-u formula also demands that for any position if the returns
belowb; end by matching the call at;, thenb; = a,. This ensures
thatm = n andai...an = b ...b1. The formula has to be
written carefully and is complex, and we omit its exact diggiom.

The above structure turns out to be very powerful. Notice tha
no finite recursive state machine will have its unfolding he t
above tree (which is why model-checking is decidable!). easy,
we can show, using the above construction, that trees ofitite k
above concatenated to each other can encode the compstafion
a Turing machine, and hence tsatisfiabilityproblem for VPy is
undecidable (we omit details of the proof):

THEOREM?7. Given aVP-u formula, the problem of checking
whether there is some structured tree that satisfies it igaiable.

7. Conclusions

We have defined a powerful fixpoint logic over execution trees
structured programs that captures pushdown specificatikisg
into account both local and global program flows. It can espre
several useful and interesting properties, both in progrerifica-
tion as well as dataflow analysis, and yet admits tractabldetro
checking. The logic unifies and generalizes many existigir)
leading to a new class of decidable properties of programats we
believe, will be a basis for future software model checkiogs. In
fact, the decidability of most known program logigs-¢alculus,
temporal logics LTL and CTL, @RET, etc.) can be understood



by interpreting them in the monadic second-order logic oreses,
which is decidable (this can also be used to show thasdiisfia-
bility problem for these logics is decidable). However, there is no
such embedding of the logic VR-nto the MSO theory of trees
(the fact that its satisfiability problem is undecidableuag that
there cannot be such an effective embedding).

This paper can lead to work in several interesting direstion
One natural question that arises is how robust the logic/MB-
The modalu-calculus has been shown to be the canonical bisim-
ulation closed modal logic, as it captures all bisimulatidosed
properties definable using monadic second order logic Hr8],is
exactly equivalent to trees accepted by a restrictioaligfrnating
parity tree automatahat by design can accept only bisimulation-
closed sets of trees [14]. While we have not discussed tiscas
in this paper, the logic VR+was carefully designed to have such
a canonical expressive power. We have established in acpudrse
paper [1] that VPy is expressively equivalent &dternating visibly
pushdown parity tree automata natural variant of tree automata
on structured trees. As a corollary, it follows that for argsed
modal u-calculus formulaf, we can construct a closed VjPfor-
mulagp such that a node in a structured tree satisfiésand only
if it satisfiesypy.

Finally, the logic VP expresses properties usirfigrward
modalities. As argued in [23], several dataflow analysiblems
also require backward modalities; extending YRe backward
modalities will result in expressing several other dataffoob-
lems.
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