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Introduction Motivation Definitions

Motivation

Design a public-key encryption scheme in which:
1. Message's content is hidden (RCCA)
2. Message's recipient is hidden (anonymous)

3. Anyone can take a ciphertext and generate an “unlinkable
copy” (rerandomizable)

Possible application: anonymous routing networks.
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Introduction Motivation Definitions

Motivation

Design a public-key encryption scheme in which:
1. Message's content is hidden (RCCA)
2. Message's recipient is hidden (anonymous)

3. Anyone can take a ciphertext and generate an “unlinkable
copy” (rerandomizable)

Possible application: anonymous routing networks.

Double-strand Cramer-Shoup encryption scheme:
» First efficient scheme achieving 1 & 3.
» Also achieves 2.
» First such scheme secure under a standard assumption.
» Affirmatively answers open problem of Groth [GO04].
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Introduction Construction Proving Security Conclusions Motivation Definitions

Rerandomizable encryption definitions

Definition: Public-key encryption scheme syntax

KeyGen: outputs a public/private keypair
Enc: takes a message and public key, outputs a ciphertext

Dec: takes a ciphertext and private key, outputs a message
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Introduction Construction Proving Security Conclusions Motivation Definitions

Rerandomizable encryption definitions

Definition: Public-key encryption scheme syntax

KeyGen: outputs a public/private keypair
Enc: takes a message and public key, outputs a ciphertext

Dec: takes a ciphertext and private key, outputs a message

Definition: Rerandomization

For all ¢ < Encpx(m): Rerand(¢) and Encpk(m) distributed
identically
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Introduction Motivation Definitions

Rerandomization vs. CCA

Strongest security notion known:

Chosen-Ciphertext Attack (CCA) security (one interpretation)

Given an encryption of M, should be infeasible to generate any
“related” ciphertext (non-malleability).
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Rerandomization vs. CCA

Strongest security notion known:

Chosen-Ciphertext Attack (CCA) security (one interpretation)
Given an encryption of M, should be infeasible to generate any
“related” ciphertext (non-malleability).

But we want...

Rerandomization

Given an encryption of M, should be easy to make a certain kind
of related ciphertext (i.e, another encryption of M).
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Rerandomization vs. CCA

Strongest security notion known:

Chosen-Ciphertext Attack (CCA) security (one interpretation)

Given an encryption of M, should be infeasible to generate any
“related” ciphertext (non-malleability).
But we want...

Rerandomization

Given an encryption of M, should be easy to make a certain kind
of related ciphertext (i.e, another encryption of M).

Compromise: rerandomization must be the only related ciphertext
possible.
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Introduction Construction Proving Security Conclusions Motivation Definitions

Replayable Chosen-Ciphertext Attack (RCCA) security

RCCA security, informally:
¢ = Enc(m) is a ciphertext that decrypts to m

First proposed by Canetti, et al. [C403].
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Replayable Chosen-Ciphertext Attack (RCCA) security

RCCA security, informally:

¢ = Enc(m) is a ciphertext that decrypts to m

. and gives the ability to produce other ciphertexts that decrypt
to m,

First proposed by Canetti, et al. [C403].
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Replayable Chosen-Ciphertext Attack (RCCA) security

RCCA security, informally:

¢ = Enc(m) is a ciphertext that decrypts to m

. and gives the ability to produce other ciphertexts that decrypt
to m,

... but gives no other information about m,

First proposed by Canetti, et al. [C403].
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Introduction Construction Proving Security Conclusions Motivation Definitions

Replayable Chosen-Ciphertext Attack (RCCA) security

RCCA security, informally:

¢ = Enc(m) is a ciphertext that decrypts to m

. and gives the ability to produce other ciphertexts that decrypt
to m,

. but gives no other information about m,

. even in the presence of decryption functionality (oracle).

First proposed by Canetti, et al. [C403].
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Introduction Motivation Definitions

Receiver-anonymity

Receiver-anonymity first considered by Bellare, et al. [B+01].

» Informally: ciphertext gives no information about which public
key was used.

» Can be defined similar to RCCA security.
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

A A
AR

Alice Bob
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

R A

Send( “hello” ,Bob)

AR

Alice Bob
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

» Handle does not

post - handlel revga.l message or
recipient.

Send( “hello” ,Bob)

AR

Alice Bob
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

» Handle does not

- handlel reveal message or
ﬁ recipient.
» Only the recipient

Get(handlel)

AR

Alice Bob
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» Handle does not

- handlel reveal message or
ﬁ recipient.
» Only the recipient

“hello”
Get(handlel)

AR

Alice Bob
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

>

ﬁ - handlel
>

Get(handlel)

A A TR

Alice Bob Carl
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ﬁ recipient.
» Only the recipient
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Get(handlel)
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

>

ﬁ - handlel
>

Repost(handlel)

A A TR

Alice Bob Carl
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Handle does not
reveal message or
recipient.

Only the recipient
can read message.
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

» Handle does not
post - handlel revga.l message or
- handle2 recipient.
» Only the recipient
can read message.

Repost(handlel) » Reposts look/act
like normal posts.
Alice Bob Carl
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

» Handle does not

- handlel reveal message or

ﬁ g& - handle2 recipient.
» Only the recipient
can read message.

» Reposts look/act

Get(handle2) like normal posts.
Alice Bob Carl
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

» Handle does not

- handlel reveal message or

ﬁ g& - handle2 recipient.
» Only the recipient
can read message.

“hello” o ook
[
Get(handle2) Reposts loo /act
like normal posts.
Alice Bob Carl
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Introduction Motivation Definitions

Motivating functionality: Replayable Message Posting

» Handle does not

- handlel reveal message or

ﬁ - handle2 recipient.
» Only the recipient
can read message.

» Reposts look/act
like normal posts.

|
Players may be
arbitrarily corrupted.
AI|ce

Carl

v
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Introduction Motivation Definitions

Realizing Replayable Message Posting

- Enc(m)

- Enc(my)
Dec Rerand
Alice Bo Carl
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Introduction Motivation Definitions

Realizing Replayable Message Posting

- Enc(m) Theorem
- Enc(my) An anonymous, rerandomizable RCCA

scheme is “as secure as” RMP.

Dec Rerand For anything that an adversary can do in
the presence of the encryption scheme,
there is an adversary that can cause an

B B identical effect in the RMP interaction.
Alice Bo Carl
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Introduction Viotivation Definitions

Groups & exponents
In a cyclic group G = (g) of prime order:

» Define [x] = g* (“x in the exponent”).
» Extend to vectors: [x,y,z] = (g%, g”,g%).
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» Define [x] = g* (“x in the exponent”).
» Extend to vectors: [x,y,z] = (g%, g”,g%).
» Addition [x] + [y] = [x + y] is multiplication in G: g*g”.
» Multiplication r [x] = [rx] is exponentiation in G: (g*)".
» r must be known.
» Can't combine [r] and [x] to get [rx]!
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Introduction Construction Proving Security Conclusions Motivation Definitions

Groups & exponents

In a cyclic group G = (g) of prime order:
» Define [x] = g* (“x in the exponent”).
» Extend to vectors: [x,y,z] = (g%, g”,g%).
» Addition [x] + [y] = [x + y] is multiplication in G: g*g”.
» Multiplication r [x] = [rx] is exponentiation in G: (g*)".
» r must be known.
» Can't combine [r] and [x] to get [rx]!

Decisional Diffie-Hellman (DDH) assumption in G:

Given [a, b] for random a, b, [ab] is pseudorandom.

» Most standard & widely-accepted cryptographic assumption.
> Believed to be true in groups like QR},.
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Outline

Construction
Elgamal & “double strands”
Double-strand Cramer-Shoup
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Crash course: Elgamal encryption

In a cyclic group G = (g) of prime order p:

KeyGen: Pick random private key a « Zp.
Public key is g2 = [a]
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Crash course: Elgamal encryption

In a cyclic group G = (g) of prime order p:
KeyGen: Pick random private key a « Zp.
Public key is g2 = [a]
Enc: To encrypt M = g™ € G:
» Pick random v « Z,, give g¥ = [v].
» Mask message using v [a]:

(g, M(g?)") = [v.m+ av]
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Construction Elgamal & “double strands”

Double-strand Cramer-Shoup

Crash course: Elgamal encryption

In a cyclic group G = (g) of prime order p:
KeyGen: Pick random private key a « Zp.
Public key is g2 = [a]
Enc: To encrypt M = g™ € G:
» Pick random v « Z,, give g¥" =
» Mask message using v [a]:

[v].

(g, M(g?)") = [v.m+ av]

Dec: To decrypt [v, m+ av]:
» Unmask message with a[v].
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Construction

Elgamal & “double strands” Double-strand Cramer-Shoup

Crash course:

Elgamal encryption

In a cyclic group G = (g) of prime order p:

KeyGen:

Pick random private key a « Z,.
Public key is g2 = [a]

Enc: To encrypt M = g™ € G:

Dec:

Mike Rosulek

» Pick random v « Z,, give g¥ = [v].
» Mask message using v [a]:

(g, M(g?)") = [v,m+av]

To decrypt [v, m+ av]:

» Unmask message with a[v]. «—
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Construction

Elgamal & “double strands” Double-strand Cramer-Shoup

Crash course:

Elgamal encryption

In a cyclic group G = (g) of prime order p:

KeyGen:

Enc:

Dec:

Rerand:

Mike Rosulek

Pick random private key a « Z,.

Public key is g2 = [a]

To encrypt M = g™ € G:
» Pick random v « Z,, give g¥ = [v].
» Mask message using v [a]:

(g, M(g?)") = [v.m+ av]

To decrypt [v, m+ av]:
» Unmask message with a[v].

How to rerandomize choice of v?
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Elgamal (DSEG)

Double strand idea:

Enc: Two “strands”: one carrying message, one “empty”:

[v.m+ av],[w,aw] for random v, w
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Double-strand Elgamal (DSEG)

Double strand idea:

Enc: Two “strands”: one carrying message, one “empty”:
[v.m+ av],[w,aw] for random v, w

Dec: Ignore second strand.
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Elgamal (DSEG)

Double strand idea:

Enc: Two “strands”: one carrying message, one “empty”:
[v.m+ av],[w,aw] for random v, w

Dec: Ignore second strand.

Rerand:  » First strand: pick random r:
[v,m+ av]+rw,aw] = [v+ rw,m+ a(v + rw)]
» second strand: pick random s:

s [w, aw] = [sw, asw]
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Elgamal (DSEG)

Double strand idea:
Enc: Two “strands”: one carrying message, one “empty”:

[v.m+ av],[w,aw] for random v, w

Dec: Ignore second strand.

Rerand:  » First strand: pick random r:
[v,m+ av]+rw,aw] = [v+ rw,m+ a(v + rw)]
» second strand: pick random s:
s [w, aw] = [sw, asw]

» As if running Enc(M) with random choices

v + rw and sw.
=
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Construction Elgamal & “double strands” Double-strand Cramer-Sh

Homomorphic operation

Given [v, m+ av,w,aw] = (g", Mg?’,g",g?") < Enc(M) and
oceg,
(g, oM™, 8" &%)

is an encryption of oM.
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Homomorphic operation

Given [v, m+ av,w,aw] = (g", Mg?’,g",g?") < Enc(M) and
oceg,
(g, oM™, 8" &%)

is an encryption of oM.

Not enough security, but will be useful later...
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Crash course: Cramer-Shoup encryption

KeyGen: Pick random z;, 2, by, bo, c1, ¢, dv, do < Zp.
» Public key is:

[[21)227 Zzibia Zziciv Zzidi]]
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Elgamal & “double strands” Double-strand Cramer-Shoup

Construction

Crash course:

KeyGen:

Enc:

Mike Rosulek

Cramer-Shoup encryption

Pick random z1,29, b1, b2, C1, C, d1, d2 — Zp.
» Public key is:

[[21)227 Zzibia Zziciv Zzidi]]

To encrypt M = g™ € G, pick random x «+ Z, and
output

[xz1, xz2, m + x 3" zibi, x 3 zi(ci + pd;)]

where 4 is an encoding of M.
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Elgamal & “double strands” Double-strand Cramer-Shoup

Construction

Crash course:

KeyGen:

Enc:

Mike Rosulek

Cramer-Shoup encryption

Pick random z1, 20, by, by, c1, ¢, d1, do « Zp.
» Public key is:
(21,22, zibi, >~ zici, ) - zidl]
To encrypt M = g™ € G, pick random x « Z, and
output
x[z] X[ zibil X[ zicil+ux[3 zd]
[xz1,xz2, m+ x Y zibj, x> zi(ci + pdi) ]

where p is an encoding of M.
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Elgamal & “double strands” Double-strand Cramer-Shoup

Construction

Crash course:

KeyGen:

Enc:

Dec:

Mike Rosulek

Cramer-Shoup encryption

Pick random z1, 20, by, by, c1, ¢, d1, do « Zp.
» Public key is:
(21,22, zibi, >~ zici, ) - zidl]
To encrypt M = g™ € G, pick random x « Z, and
output
x[z] X[ zibil X[ zicil+ux[3 zd]
[xz1,xz2, m+ x Y zibj, x> zi(ci + pdi) ]

where p is an encoding of M.

» Unmask message.
» Check integrity of 4th component. If bad, reject
(raise error).
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Elgamal & “double strands” Double-strand Cramer-Shoup

Construction

Crash course:

KeyGen:

Enc:

Dec:

Mike Rosulek

Cramer-Shoup encryption

Pick random z1, 20, by, by, c1, ¢, d1, do < Zp.
» Public key is:

lz1,22,3 zibi, Y zici, Y zidi]

To encrypt M = g™ € G, pick random x « Z, and
output

[xz1,xzo0,m+ x> zibj, x> zi(¢; + pd;)]
—

v~

S xzilb X [xzi] (ci+nd:)

where p is an encoding of M.

» Unmask message.
» Check integrity of 4th component. If bad, reject
(raise error).
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Cramer-Shoup (first try)

[xzi, ..., xz5, m+x> zibi, x> zi(ci+ pud)]
Iyzi, ..., yz, y>_zibi, y Y zi(ci+ pdi)]

» Rerandomize using same idea.

» Integrity checks on 3 components.
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Cramer-Shoup (first try)

[xzi, ..., xz5, m+x> zibi, x> zi(ci+ pud)]
Iyzi, ..., yz, y>_zibi, y Y zi(ci+ pdi)]

» Rerandomize using same idea.

» Integrity checks on 3 components.

Problem: Strands can be spliced together from different
ciphertexts.

Idea: Correlate two strands with shared random masks.
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Cramer-Shoup (second try)

Mask exponents with random u;'s:

[xziw1, ..., xzsus, m+ x> zbi, xY zi(ci+ pud]
Iy znu1, ..., yzsus, y > zibi, y> zi(ci+ pdi)]

Opposing demands?
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Double-strand Cramer-Shoup (second try)

Mask exponents with random u;'s:

[xziw1, ..., xzsus, m+ x> zbi, xY zi(ci+ pud]
Iy ziuy, ..., yzsus, y > zibi, y> zi(ci+ pdi)]

Opposing demands?

» Include enough info for recipient to remove masks.
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Cramer-Shoup (second try)

Mask exponents with random u;'s:

[xziw1, ..., xzsus, m+ x> zbi, xY zi(ci+ pud]
vz, ..., yzsus, y > zibi, y > zi(ci+ pdj)]
Opposing demands?
» Include enough info for recipient to remove masks.

» No one else should be able to strip masks.
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Cramer-Shoup (second try)

Mask exponents with random u;'s:

[xziw1, ..., xzsus, m+ x> zbi, xY zi(ci+ pud]
vz, ..., yzsus, y > zibi, y > zi(ci+ pdj)]
Opposing demands?
» Include enough info for recipient to remove masks.
» No one else should be able to strip masks.

» Anyone should be able to change the masks (when
rerandomizing).
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Cramer-Shoup (second try)

Mask exponents with random u;'s:

[xziw1, ..., xzsus, m+ x> zbi, xY zi(ci+ pud]
vz, ..., yzsus, y > zibi, y > zi(ci+ pdj)]
Opposing demands?
» Include enough info for recipient to remove masks.
» No one else should be able to strip masks.

» Anyone should be able to change the masks (when
rerandomizing).

Idea: Include a DSEG encryption of each mask!
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Construction Elgamal & “double strands” Double-strand Cramer-Shoup

Double-strand Cramer-Shoup (second try)

[xziw1, ..., xzsus, m+ x> zbi, x> zi(ci+ pud]
ly ziuy, ..., yzsus, y > zibi, y > zi(c + pdi)]
plus (DSEG) encryptions of u; masks

Dec:  » Decrypt & strip off each u; mask.
» Proceed as in Cramer-Shoup.
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Elgamal & “double strands” Double-strand Cramer-Shoup

Construction

Double-strand Cramer-Shoup (second try)

[xziw1, ..., xzsus, m+ x> zbi, x> zi(ci+ pud]
vz, ..., yzsus, y>_zibi, y > zi(ci+ pdj)]
plus (DSEG) encryptions of u; masks

Dec:  » Decrypt & strip off each u; mask.
» Proceed as in Cramer-Shoup.

Rerand: Rerandomize each of these quanties:
» Choice of masks?

» Randomness in DSEG encryptions?

» Choice of x, y?

&

Mike Rosulek Anonymous Rerandomizable RCCA Encryption S2007 Theory Seminar 18 /31



Elgamal & “double strands” Double-strand Cramer-Shoup

Construction

Double-strand Cramer-Shoup (second try)

[xziw1, ..., xzsus, m+ x> zbi, x> zi(ci+ pud]
vz, ..., yzsus, y>_zibi, y > zi(ci+ pdj)]
plus (DSEG) encryptions of u; masks

Dec:  » Decrypt & strip off each u; mask.
» Proceed as in Cramer-Shoup.
Rerand: Rerandomize each of these quanties:
» Choice of masks?
» Pick o; and change Enc(y;) to Enc(o;u;).
» Randomness in DSEG encryptions?

» Choice of x, y?

&
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Elgamal & “double strands” Double-strand Cramer-Shoup

Construction

Double-strand Cramer-Shoup (second try)

[xziw1, ..., xzsus, m+ x> zbi, x> zi(ci+ pud]
ly ziuy, ..., yzsus, y > zibi, y > zi(c + pdi)]
plus (DSEG) encryptions of u; masks

Dec:  » Decrypt & strip off each u; mask.
» Proceed as in Cramer-Shoup.
Rerand: Rerandomize each of these quanties:
» Choice of masks?
» Pick o; and change Enc(y;) to Enc(o;u;).
» Randomness in DSEG encryptions?
» Use DSEG rerandomization.
» Choice of x, y?

&
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Rerand: Rerandomize each of these quanties:
» Choice of masks?
» Pick o; and change Enc(y;) to Enc(o;u;).
» Randomness in DSEG encryptions?
» Use DSEG rerandomization.
» Choice of x, y?
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Elgamal & “double strands” Double-strand Cramer-Shoup

Construction

Double-strand Cramer-Shoup (second try)

[xziw1, ..., xzsus, m+ x> zbi, x> zi(ci+ pud]
ly ziuy, ..., yzsus, y > zibi, y > zi(c + pdi)]
plus (DSEG) encryptions of u; masks

Dec:  » Decrypt & strip off each u; mask.
» Proceed as in Cramer-Shoup.
Rerand: Rerandomize each of these quanties:
» Choice of masks?
» Pick o; and change Enc(y;) to Enc(o;u;).
» Randomness in DSEG encryptions?
» Use DSEG rerandomization.

» Choice of x, y?
» Same basic idea, compensate for o; factors.

Fine print: DSEG scheme must be in subgroup of Zj, (say, QR}).
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Proving Security Outline Line

Outline

Proving Security
Proof Outline
Encryption & decryption as linear algebra
Alternate encryption & decryption

=
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Proving Security e reb Alternate encry

Outline of security proofs

Is any information leaked about key & message in this setting?

normal
encryption ?

normal
decryption ?

=
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Proving Security Outline Linear algebra Alternate encryption & decryption

Outline of security proofs

Define an “alternate encryption.”

normal alternate
encryption encryption
normal normal
decryption decryption

Lemma
Alternate encryption indistinguishable from normal encryption.
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Proving Security Outline Linear algebra Alternate encryption & decryption

Outline of security proofs

normal alternate

encryption encryption v

normal normal

decryption decryption
Lemma

Alternate encryption independent of message & public key.
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Outline of security proofs

Decryption answers might leak information about private key!

normal alternate

encryption encryption v

normal normal

decryption decryption 7
Lemma

Alternate encryption independent of message & public key.
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Introduction Construction Proving Security Conclusions Outline Linear algebra Alternate encryption & decryption

Outline of security proofs

Define an “alternate decryption.’

normal alternate alternate

encryption encryption v encryption v

normal normal alternate

decryption decryption decryption
Lemma

Alternate decryption indistinguishable from normal decryption,
even when using alternate encryption.

=
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Outline of security proofs

normal alternate alternate

encryption encryption v encryption v

normal normal alternate

decryption decryption decryption v
Lemma

Alternate decryption computed using only publicly-known data.
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Proving Security Outline Linear algebra Alternate encryption & decryptio

Linear algebra

Fix a message: what do | know about the private key?
» Public key: [[E Z,'b,', Z zZiCj, Z Z,'d,']]

» Ciphertext that correctly decrypts to M:

=
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Proving Security Outline Linear algebra Alternate encryption & decryption

Linear algebra

Fix a message: what do | know about the private key?
» Public key: [[Z Z,'b,', Z zZiCj, Z Z,'d,']]

1.1 > zib;

b
Z |c| =
d

» Ciphertext that correctly decrypts to M:
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Proving Security Outline Linear algebra Alternate encryption & decryption

Linear algebra

Fix a message: what do | know about the private key?
» Public key: [[E Z,'b,', Z ZiCj, Z Z,'d,‘]]

1---1 b ZZ,'b,'
1...1 Z |c| = > zic
d

> zid;

» Ciphertext that correctly decrypts to M:
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Proving Security Outline Linear algebra Alternate encryption & decryption

Linear algebra

Fix a message: what do | know about the private key?
» Public key: [[E Z,'b,', Z zZiCj, Z Z,'d,']]

1---1 b ZZ,'b,'
1.--1 Z |c| = ZZ,'C,'
d

1..-1 ZZ,'d,'

» Ciphertext that correctly decrypts to M:

[xzi, ..., xz5, m+x> zb;, x> zic+ pd)]

[[}/217 ceey Y 25, yzzibi’ yzzi(ci+ﬂdi)]]
b
Z|c| =
d
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Proving Security

Outline Linear algebra Alternate encryption & decryption

Linear algebra

Fix a message: what do | know about the private key?
» Public key: [[E Z,'b,', Z zZiCj, Z Z,'d,']]

1---1 b Z Z,'b,'

1.--1 Z |c| = Z ZiCj

1---1 d Z Z,'d,'

» Ciphertext that correctly decrypts to M:

[xz1, ..., xz5, m+x> zbi, x> zi(ci+ pd)]
lyzi, ..., yzs, y > zibi, y > zi(c + pdi)]

XX b > (xzi)bi
yoy 71el = >_(yzi)bi
d
(=3
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Proving Security Outline Linear algebra Alternate encryption & decryp

Linear algebra

Fix a message: what do | know about the private key?
» Public key: [[E Z,'b,', Z zZiCj, Z Z,'d,']]

1---1 b Z Z,'b,'

1.--1 Z |c| = Z ZiCj

1---1 d Z Z,'d,'

» Ciphertext that correctly decrypts to M:

[xz1, ..., xz5, m+x> zbj, x3 z(c+ pd)]
lyzi, ..., yzs, y Y zibi, y>_zi(c+ pd)]
XX Z(le)bl
b
Yooy Z1el = >_(yzi)bi
Xooo X X X d > (xzi)(ci + pd;)
Yooy py---py > (yzi)(ci + pd)
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Proving Security Outline Linear algebra Alternate encryption & decryption

Alternate encryption

Regular encryption strand:

[xz1, ..., xz5,x 3_ zibi, x 3 zi(ci + pd;)]

» Pick random x.

» Generate other components from x & public key.

=
Mike Rosulek Anonymous Rerandomizable RCCA Encryption S2007 Theory Seminar 22 /31



Proving Security Outline Linear algebra Alternate encryption & decryption

Alternate encryption

Regular encryption strand:

[xz1, ..., xz5,x 3_ zibi, x 3 zi(ci + pd;)]

» Pick random x.
» Generate other components from x & public key.

Alternate encryption:

[[Xlzla"' y X525, ]]

» Use different (random) x; for each of first 5 components.
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Proving Security Outline Linear algebra Alternate encryption & decryption

Alternate encryption

Regular encryption strand:

[xz1, ..., xz5,x 3_ zibi, x 3 zi(ci + pd;)]

» Pick random x.
» Generate other components from x & public key.

Alternate encryption:

[xizi, ... xsz5, m+ 3 (xizi)bj, 3 _(xizi)(ci + pdi)]

» Use different (random) x; for each of first 5 components.

» Generate other components using private key to match
decryption’s checks.

=
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Proving Security Outline Linear algebra Alternate encryption & decryption

Alternate encryption properties

Lemma
Alternate encryption indistinguishable from normal encryption.

Proof.
Straightforward from DDH assumption (in the two groups).
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Proving Security Outline Linear algebra Alternate encryption & decryption

Alternate encryption properties (continued)

Lemma

Alternate ciphertext is independent of message & public key.
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Alternate encryption properties (continued)

Lemma

Alternate ciphertext is independent of message & public key.

Proof.
View (in terms of private key):
1---1
1---1
1---1 b
X1 X5 Z|c
yi---ys d
X| X5 XD XS
YioocYs Hyi---Hys |
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Outline Linear algebra Alternate encryption & decryption

Introduction Construction Proving Security Conclusions

Alternate encryption properties (continued)

Lemma
Alternate ciphertext is independent of message & public key.

Proof.

View (in terms of private key): > Nonsingular for all

1...1 T w with high
1..-1 probability.
1---1 b
X1 X5 Z |c
i ys d
X1 X X1 X5
Yi-co-ys Hyi---pys i
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Alternate encryption properties (continued)

Lemma
Alternate ciphertext is independent of message & public key.

Proof.

View (in terms of private key): » Nonsingular for all

1...1 T w with high
1..-1 probability.
1---1 b| » For any (ciphertext,
X] Xs Z|c public key, msg):
Yi---ys d equal # of
X1 X5 X1 X5 consistent private
Yi-o-ys pyi---pys | keys.
]
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Alternate decryption

Alternate decryption of [xzi,...,xzs,...]:
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Alternate decryption

Alternate decryption of [xzi,...,xzs,...]:

1. Take logarithms to determine xi, ..., xs.
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Alternate decryption

Alternate decryption of [xzi,...,xzs,...]:
1. Take logarithms to determine xi, ..., xs.

2. If xy =--- = x5, can simulate decryption’s integrity checks
using public key.

=
Mike Rosulek Anonymous Rerandomizable RCCA Encryption S2007 Theory Seminar 25 /31



Proving Security Outline Linear algebra Alternate encryption & decryption

Alternate decryption

Alternate decryption of [xzi,...,xzs,...]:
1. Take logarithms to determine xi, ..., xs.

2. If xy =--- = x5, can simulate decryption’s integrity checks
using public key.

3. If looks like rerandomization of alternate ciphertext (linear
combination), can simulate integrity checks.

4. Otherwise, reject.
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Proving Security Outline Linear algebra Alternate encryption & decryption

Alternate decryption

Alternate decryption of [xzi,...,xzs,...]:
1. Take logarithms to determine xi, ..., xs.

2. If xy =--- = x5, can simulate decryption’s integrity checks
using public key.

3. If looks like rerandomization of alternate ciphertext (linear
combination), can simulate integrity checks.

4. Otherwise, reject.

Superpolynomial algorithm, but...
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Alternate decryption

Alternate decryption of [xzi,...,xzs,...]:
1. Take logarithms to determine xi, ..., xs.

2. If xy =--- = x5, can simulate decryption’s integrity checks
using public key.

3. If looks like rerandomization of alternate ciphertext (linear
combination), can simulate integrity checks.

4. Otherwise, reject.

Superpolynomial algorithm, but...

Observation:

Alternate decryption can be computed using only public
information (public key and alternate ciphertext).
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Proving Security Outline Linear algebra Alternate encryption & decryption

Alternate decryption properties

Main Theorem

Alternate decryption indistinguishable from normal decryption.
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Alternate decryption properties

Main Theorem

Alternate decryption indistinguishable from normal decryption.

Uses:

Lemma

If decryption query's x;, y; values linearly independent of public
information, normal decryption would reject with high probability.
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Alternate decryption properties

Main Theorem

Alternate decryption indistinguishable from normal decryption.

Uses:

Lemma

If decryption query's x;, y; values linearly independent of public
information, normal decryption would reject with high probability.

Proof.

More linear algebra. “Correct” values for decryption’s integrity
checks are independent of view.
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Alternate decryption properties

Lemma

If decryption query’s x;, y; values linearly dependent on public
information, then only 2 kinds of linear dependence are possible:

» Looks like a normal encryption, or

» Looks like a rerandomization of alternate ciphertext.

Proof.

Very technical. u; masks make this possible. O
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Outline

Conclusions
Extensions
Future work
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Bells & Whistles

In our scheme, Rerand({) an “unlinkable” copy of (.
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Bells & Whistles

In our scheme, Rerand({) an “unlinkable” copy of (.

Replay-Test Feature:

» ¢ and Rerand(¢) unlinkable by anyone, except recipient.

» Given two ciphertexts adressed to me, was one generated by
rerandomizing the other?
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Bells & Whistles

In our scheme, Rerand({) an “unlinkable” copy of (.
Replay-Test Feature:

» ¢ and Rerand(¢) unlinkable by anyone, except recipient.

» Given two ciphertexts adressed to me, was one generated by
rerandomizing the other?

Authentication Feature:

Messages can be “signed” by their sender.

=
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Conclusions Extensions Future work

Ideas for future research

» Other rerandomizable encryptions: hybrid, identity-based.

» Encryption schemes with homomorphic features: can't do
anything to a ciphertext other than prescribed homomorphism.

» Apply “encryptions in nested subgroups” idea elsewhere.

=
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fin.
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